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O KoMmnaHum

« KomnaHusa NuH Tenekom akTMBHO NMPOBOAUT NOSINTUKY CITUAHUSA U
nornoweHns Ha poiHke LU CaHkT-INeTepbypra

« 170 000 nonb3oBaTtenen UMM
« 3000 BbusHec-knNMeHToB

« [lornoweHbl Takne KoMmrnaHmm n bpeHabl, Kak:
AHTXUN

» GeneralNet

* HwneHwaHuy-Xoym

e Well-Com
* Kkspd.ru
 [ntraStar



[lepBble Waru




MNepBble Wwarun

« Cisco SCE ucnosnb3oBasnacbh B ceT HueHwwaHu-XoymM.
JT0 ObINo nepBoe BHeapeHne SCE
Ha ceTu onepaTtopa B Poccun u CHI

» [lepBOHa4arnbHblie 3aga4u:
— Hapeska nosockl nponyckaHua Ans nonb3oBaTtenen

— OnoBeLlleHust 06 oTpuyatensHomMm banaHce
N DNOKNPOBKE

— Cnam-koHTponb n aHtuJOC



lMepBble waru

» [lpocTasa nHterpaumsa ¢ ounnuHrom Ha 6ase CSV- goannos
* LUnpoknn cnektp HacTpoOeK.

« [lakeT — Habop cepBNCOB, BO3MOXHO, C pacrnmMcaHnem no yacam u
OHAM Hegenwu

« CepBuUc — Habop NPOTOKONOB NPUMEHUTENBHO K 30HaM
» [lpoTtokon — Bug ceccun. HTTP Browsing, BitTorrent, Skype

« 30Ha — cnucok IP-agpecos



[TloocueTt Tpadumka




NMoacuyet Tpaduka

« RDR - Raw Data Records
« CobcTBeHHast yTUnnTa-konsekTop.

RDR Field Name Type Description
SUBSCRIBER 1D STRING See Universal RDR Fields.
PACKAGE ID UINTIL6 See Universal RDR Fields.
SERVICE 1D INT32 See Universal RDR Fields.
PROTOCOL_ID INTI16 See Universal RDR Fields.
SKIPPED SESSIONS INT32 Number of unreported sessions
since the previous RDR.

SERVER_IP UINT32 See Universal RDR Fields.
SERVER_PORT UINTIL6 See Universal RDR Fields.
ACCESS_STRING STRING See Universal RDR Fields.
INFO_STRING STRING See Universal RDR Fields.



NMoacuyet Tpaduka

* [logcuet Tpaduka, ncxogst n3 subscriber name
« Subscriber Usage Record — no4ytn Radius Accounting
— 3apaHue cepsucos B RDR
— 3ajaHue cepBuCOB, Ha KOTOpbIX oTnNMBka RDR He npouncxoant

Generate the Following bypes of Transaction Usage RDRs (TURS):
¥ Generic TUR

[~ Protocal spedific TURSs (include protocol specific information))

[~ Extended TIURs (include extended protocal specific information)

[ Anonymize - Encrypt Personally Identifiable Information

Packages and services for which Transaction Usage RDRs should be generated:

[] | Select/Deselact Al ﬂ
- | Defaulk Package

F-b L 1 - ik

- . 2-alpha.minimal

- | 3-alpha.econom

| 4-alpha.standard -




NMoacuyet Tpaduka

« Transaction Usage Record — noytun Netflow v5

RDR Field Name Type Description
SUBSCRIBER 1D STRING See Universal RDR Fields.
PACKAGE ID UINTI16 See Universal RDR Fields.
SERVICE ID INT32 See Universal RDR Fields.
PROTOCOL_ID INTI16 See Universal RDR Fields.
SKIPPED SESSIONS INT32 Number of unreported sessions
since the previous RDR.

SERVER_IP UINT32 See Universal RDR Fields.
SERVER_PORT UINTI16 See Universal RDR Fields.
ACCESS_STRING STRING See Universal RDR Fields.
INFO_STRING STRING See Universal RDR Fields.

* MakcnmanbHbiM NoToK TUR — 20K 3anuceun B cekyHay.



NMoacuyet Tpaduka

« PasgeneHue no cepBucam

3£ service Settings for "Commercial File Sharing™ El

~Parent Service

Parent Service: IDeFauIt Service LI

—Service Usage Counkers

Per usage accounking scope (global accounting and subscriber accounting),
a service can either be mapped to an exclusive usage counter, or share a
usage counter with its ancestar service.

[w Map this Service ko an excusive Global usage counter

Global counter used by this service: |Eummercial File Sharing Counter |

Counter Index: I 18 |= I

[+ Map this Service ko an exclusive Subscriber usage counter

Subscriber counter used by this service: |Eummercial File Sharing Counter |

Counter Index; I 18 = I

3) oK Cancel |




Cnam-KoHTpornb U DOS-KOHTpPOIb




CnaM-KOHTpOIb

* CnaM-KOHTPOJSIb HAa OCHOBaHUM AaHHbIX O KonndectBe SMTP-ceccuu

« PasHble gencTeus ans pasHbix TapuU@PHbIX NakeToB — OT ONOBELLEHNSA
NOC go 6noknpoBKn AeNCTBMN NONb30OBaTENNS.

Configure spam detection threshold and mitigation action per package:

Package | Detection threshold | sSendrOR | Block selected service traffic | MNotify subscriber (HTTP) | Mirror SMTP traffic | = |
1100 - unlim. light. 3.0 - 10,5 10 session per 30 seconds ] v SMTP wirus Maone
1110 - unlim.light. 4.0 - 1006 10 session per 30 seconds ] v SMTP wirus Mone
1111 - unlim.light. 4.0 +podar... 10 session per 30 seconds ] ] SMTP wirus Mone
1200 - unlim,optimal. 3.0 - 20/10 10 session per 30 seconds ] v SMTP wirus Mone
1210 - unlim.optimal. 4.0 10 session per 30 seconds ] ] SMTP wirus Mone
1211 - unlim.optimal. 4.0 +pa... 10 session per 30 seconds ] b SMTP wirus Mone
1250 - test parental control 10 session per 30 seconds ] v SMTP virus Maone
1310 - unlim.profi.4.0 10 session per 30 seconds ] v SMTF virus Maone
1311 - unlim.profi.4.0 + poda... 10 session per 30 seconds ] v SMTP wirus Maone
1410 - unlim. premium. 4.0 10 session per 30 seconds ] v SMTP wirus Mone
1510 - unlirm, delux 25 session per 30 seconds ] ] SMTP wirus Mone
1511 - shkal “niy 10 session per 30 seconds ] v SMTP virus Mone
2000 - rabochy polden 10 session per 30 seconds ] ] Mone Mone
2001 - rabochy palden+vaip 10 session per 30 seconds b ] Maone Mone




DOS-KoOHTpONb

« DOS-KOHTPOIb Ha OCHOBaHMM AaHHbIX O KONMUYECTBE HOBbIX CECCUI
Ha pa3fiMYHbIE PECYpPChI

3 Anomaly Detector Wizard @
Anomaly Detection Threshokds cets - GigabitEthernet

Define attack detection thresholds, or use the Default Detector's values

Malicious Traffic Detection Thresholds

[Jisse the Default Detector’s settings!
An anomaly will be detected once Flow rate exceeds this threshold,

Flow Open Rate (flows/sec) 1?007

An anomaly will be detected once suspected flow rate exceeds threshold AND

suspected flows ratio exceeds threshold, "
Suspected Flows Rate (flows/sec) | 500 - fue 156:00 Tue 20:00 Wed 0O:00
Retio of Suspected Flow Rate (%) | 50 To 2008/01/16 03:08:00

[ Next > ][ Finish ][ Cancel ]




bopbba c P2P




Bbopbba c P2P

» [IpoTuBOCTOSAHNE BPOHUN U CHapsiga
* HoBble NpoToKkon-nNakn Kaxxgble 3 mecsua

[« Bl FTP Service

L

~ Bl =1F

¥ Garming

I IFVE

3 Vonage

[¥ B Brovizing Sarvica
I Streaming Service

[+ I E-Mail Service
[# B Generic TCF Servica |
" Generic UDP Service

[ Bl Goneric IP Sarviea |
[ B news Service
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Bbopbba c P2P

4 knacca Tpaguka BHYTpU ceTu

Knaccudpukaumnsa P2P kak Tpaduka ¢ HauMeHbLWNM NPUOPUTETOM

ﬂVIMVITVIpOBaHVIe KonmyecTBa ceccun ans Pa3HbIX NMaKeToB

=1 ‘Q Service Configuration Editor  ##% Netwark Navigator

Palicies : Subscriber Palicies : 1210 - unlim. optimal. 4.0

hi Palicies | Q EIassiFicationI

52 57 # . Configuration =

1000
1001
1100
1110
1111
1200

1211
1250
1310
1311
1410
1510
1511

2001

il

Sl = SUERET T -
801 - super.light + podaroc {up 3, d
900 - super, optimal

901 - super.optimal + podaroc (up 5,

- SUpEr. maximum

- super.maximum + padaroc (U]

- unlim.light.3.0 - 10/5

- unlim.light.4.0 - 100/&

- unlim.light.4.0 +podarok - 10

- unlim.optimal 3.0 - 20/10

- unlim.optirmal 4,0

- unlim.optimal 4.0 + podarak:

- kest parental contral

- unlim,profi, 4.0

- unlim.prafi. 4.0 + padaroc {10

- unlim.premium, 4.0

- unlim. delhuzx

- shlal™ niy

2000 -

rabochy polden

-

- rabochy palden+voip

1210 - unlim.optimal 4.0 : P2ZP

Rule
=1-4%, Default Rule controlled
g T1 controlled
LEE T2 controlled
..... ICMP controlled
----- = Local traffic controlled

controlled
controlled
controlled

cx T2

controlled

----- % Bittorent UTP

blocked

3£ Edit Rule for Service "P2P"

General

I Usage Limits I Breach Handling I
Define the per-fow action ta be performed by this Rule:

™ Block the flow

{* Control the Aow's charackeristics:

Select an upstream Bandwidth Cantroller IDeFault Ur
Select a downstream Bandwidth Contraller IDeFauIt [

[ Limit the flow's upstream bandwidth ko I

[ Limit the flow's downstream bandwidth ko I
[~ Sek the Flow's upstream packets ToS (DSCP) ta
[~ set the flow's downstream packets ToS (DSCP) £

[+ Limit concurrent Flows of this Service ko IIUU

Set Cos for Flows aof this Service ko IBE - I




Bopbba c P2P

ITnmnTnpoBaHme obLien Nonockl NPONyCcKaHusa Ans NoANMCYMKOB

~Global Upstream Policy

Tokal Link Limit: Link 1: 10000.0 Mbps; Link 2: 10000.0 Mbps; Link 3: Unlimited ... Edit R.ate Limit... o & N

= P2P high priority
| & P2P low priority

Upskream

Puolicy Description
Link 0 Bandwidth Limit: 6000.0 Mbps, 8000.0 Mbps; Link 1
Link: 0 Bandwidth Limit: 4000.0 Mbps; Link 1 Bandwidth Limit:

@ Default Global Contraller

Link: 0 Bandwidth Limit: 10000.0 Mbps; Link 1 Bandwidth Limit:




PooutenbCKNUnN KOHTPOIb




PoautenbCKnUn KOHTPOIb




PoauntenbCKUn KOHTPOIb

_S=

LlenTtp AHanwusa
MHTtepHeT-Pecypcoe

* PeweHune cosmectHo ¢ UANP

« Knaccudukaumnsa cautoB No KaTeEropuam

¥ Enable HTTP content filtering;

Package Settings Database Settings |
This section displays the information contained in the imported Database Settings XML file

Vendor Mame: CAIR

Vendor Information: | CATR URL Content Database
Content Filtering Settings for SCA BB 3.0.3

L]

Categorize Content by: WhaoleUrl

Content Categories: ﬂalmhnl

> porno

@aduerﬁsing, banner servers
@auiﬁority

‘Bauto

6dnema

ﬂmnstrucﬁun and renovation
> consumer

ﬂmnkery

¥ countrv house j

|»




PoauntenbCKUn KOHTPOIb

UuAUP
UeHTpansHan 6a3za AaHHbLIX
KaTeropM3MpoBaHHbLIX pecypcoB

INTERNET

Monyuyerue
kamezopuu Hitp-
Fanpoca

ISP network

URL
ﬂ

Cisco SCE B wareropmm

UuAUP
cepBep NoAroToOBKW
OaHHbIX

Monb3aoeaTenwm




PoauntenbCKUn KOHTPOIb

« HacTtpouka naketoB Ha Cisco SCE

801 - super.light + podaroc (up 3, de =4 pap controlled ; unlimited quata
200 - super.optimal E Tl controlled ; unlimited quota
901 - super.aptimal + padarac (up 5, g T2 controlled ; unlimited quata
1000 - super.maximum (L L, HTTP Browsing with Categories controlled ; unlimit=d quata
1001 - super.maximum + podarac (U] = HTTP Browsing.parental redirected

1100 - unlim.light.3.0 - 10/5

1110 - unlim.light.4.0 - 100/&

1111 - unlim.light.4.0 +podarak - 10
1200 - unlim.optimal. 3.0 - 20/10
1210 - unlim.optirmal. 4.0

1211 - unlim.optimal. 4.0 + podaraok {

1250 - test parental contral

Sek Cos for flows af this Service ko IAFl vI

¥ Redirect profile For this service: Iparentbluck.nnz-hnme.set ;I

Redirect destination URLs

HTTP Browsing: | http: /fparentblock.nnz-home. ru

HTTP Streaming: I http: f/parentblock.nnz-home.ru



PoauntenbCKUn KOHTPOIb

* UTtorn BHegpeHus
— 3a 2 mecsaua TtectnposaHua — 600 nognucymkos (M3 120K)

* PerJ'IFIpHOCTb NCMNOJ1b30BaHUA

— 30-50 4yenoBek B AeHb NMPOM3BOAAT MaHUNYISALMN C BKITKOYEHUEM-
BbIKITIOYEHUEM



PaboTta ¢ OusHec-KnmeHTamm




PaboTa c OM3Hec-KnneHTamm

« Wpeq: BkIoYeHMe-BbIKNIOYEHNE YCyr OOMKHO NPOUCXoanTL be3
y4acTus «TexHapemn»

CNHUCoK KNHEeHTOoB
& | Hazzanue B | sopec 2| Login B | Tapud | Ip B | 1hTepheT [

Dorosop Yeonyra Login Tapudy Ip agpeca WMHTep...

3A0 «HOPLOBET =
Anpec: 198035, r. Caukt-Nerepbypr, [BuHckan yn., 0. 16, koppn. 2

= 3A0 «HM® «0KTAHT:=
Appec: 196128, r. Cankr-Netepbypr, Bapwasckan yn., 0. 19, kopn. 2
0-335-11 KaHaneHbiii WHTEpHeT Bapwasckas yn...  uriki212.23269.58 1 werabur '@ 212232 69.58/32 on '@ Lj'
= 3A0 «Mepean Tpybuan Komnanna::
Anpec: 198035, r. Cankr-Netepbypr, Aeuvckan yn., a. 10, kopn. 2
0-337-11 KananeHuii wHTepHeT Jenxckan yn., 4. urki212.23268.102 5 yeragur O 212,232 68.102/32 o' ® [F
= 3A0 «CMY-837:=
Apnpec: 194017, r. Caukt-Nerepbypr, [pesgedckan yn., O. 16, nur. A
0-315-11 KananeHuii wirepet lpesgencran y...  urki212232702 2 yeragura O 212.232.70.2/32 on'® [F



PaboTa c OM3Hec-KnneHTamm

* lcnonb3oBaHue Cisco SCE Java API gna nameHeHusa nHgopmaumm o
KIMeHTe

Ej PeoakTHpOBaHWE KNHEHTA 4
HazeaHwe: 3A0 «CMY-837%

Yonyra: KaHankHulid WHTEpHET OpesaeHckan yn., 4. 16, ndT. A
¢ Login: uriki212.232.70.2
F Tapwd: 2 MerabuTa 25

WHTEpHET: v
i Ip agpeca: 212.232.70.2/32
I KommenTapwii:

CoxpaHnTe | | OTMEHWT B




NTtoro




Ntoro

Ncnonb3oBaHue Cisco SCE ang 3agay ISG
— ['nbkune TapudHbIE NNaHbI
— [lproputesauna Tpadmka no NPUNOXeHNsIm
— YBEOOMNEHUS KIMEHTOB 00 N3MEHEHNAX B 06CnyXnBaHuUm
— HoBble ycnyrm — poanTenbCKkUMn KOHTPOIb
« OTyeTHOCTb NO TpauKy ANa ounnnHra
— COBMECTUMOCTb C TEKYLLMMN 1 DyayLLUMKU DUNSINHI-CUCTEMaMU
« Pabota coBmecTHO ¢ BSS ang busHec-kKNnMeHToB
— CHWmXeHWe Harpy3km Ha TexnoaaepKky
e SPAM n DOS-KOHTpONb CeTH
« MacwTtabnpyemocTb peLueHus
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