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ʉʦʜʝʨʞʘʥʠʝ 

Å ʌɿ-152 ʠ ʟʘʱʠʪʘ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 

Å ʉʊʆ ɹʘʥʢʘ ʈʦʩʩʠʠ 

Å ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘʮʠʦʥʘʣʴʥʦʡ ʧʣʘʪʝʞʥʦʡ ʩʠʩʪʝʤʳ 

Å PCI DSS 

Å ʂʣʶʯʝʚʳʝ ʩʠʩʪʝʤʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

Å ʕʣʝʢʪʨʦʥʥʳʡ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪ 

Å ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ ʢʦʥʪʨʦʣʴ ʀʥʪʝʨʥʝʪ 

Å ɿʘʱʠʪʘ ʜʝʪʝʡ ʦʪ ʥʝʛʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

Å ʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ï ʦʪʜʝʣʴʥʳʡ ʧʦʪʦʢ 23-ʛʦ ʥʦʷʙʨʷ 

Å ɺʩʪʫʧʣʝʥʠʝ ʚ ɺʊʆ ʠ ʠʤʧʦʨʪ ʰʠʬʨʦʚʘʣʴʥʳʭ ʩʨʝʜʩʪʚ 

Å ʀʟʤʝʥʝʥʠʷ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʦ ʣʠʮʝʥʟʠʨʦʚʘʥʠʠ 



ʇʦʯʝʤʫ Cisco ʛʦʚʦʨʠʪ ʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ? 

 

ʊʂ22 ʊʂ122 ʊʂ362 
ʂʎ 

ɸʈɹ 

ʈɻ 

ʎɹ 

çɹʝʟʦʧʘʩʥʦʩʪʴ 

ʀʊè (ISO SC27 ʚ 

ʈʦʩʩʠʠ) 

çɿʘʱʠʪʘ 

ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʢʨʝʜʠʪʥʳʭ 

ʫʯʨʝʞʜʝʥʠʷʭè 

çɿʘʱʠʪʘ 

ʠʥʬʦʨʤʘʮʠʠè 

ʧʨʠ ʌʉʊʕʂ 

ʂʦʥʩʫʣʴʪʘʮʠʠ 

ʙʘʥʢʦʚ ʧʦ 

ʚʦʧʨʦʩʘʤ ʇɼʥ 

ʈʘʟʨʘʙʦʪʢʘ 

ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ 

ʇɼʥ ʠ ʉʊʆ ɹʈ 

ʀɹɹʉ v4 

ʌʉɹ ʄʂʉ ʅɸʋʌʆʈ ɼʫʤʘ ʉʣʫʰʘʥʠʷ 

ʕʢʩʧʝʨʪʠʟʘ 

ʜʦʢʫʤʝʥʪʦʚ ʇʨʝʜʣʦʞʝʥʠʷ 
ʆʪʨʘʩʣʝʚʦʡ 

ʩʪʘʥʜʘʨʪ 

ʕʢʩʧʝʨʪʠʟʘ 

ʜʦʢʫʤʝʥʪʦʚ 

ʆʨʛʢʦʤʠʪʝʪ 

ʉʣʫʰʘʥʠʡ 



ʆɹʑʀɽ ɿɸʄɽʏɸʅʀʗ 



ʏʝʛʦ ʙʦʷʪʩʷ ʦʪʝʯʝʩʪʚʝʥʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʩʨʝʜʩʪʚ 

ʟʘʱʠʪʳ? 

Å ʈʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩʦ ʚʩʝ ʙʦʣʝʝ ʫʢʨʝʧʣʷʶʱʠʤʩʷ ʧʦʣʦʞʝʥʠʝʤ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʥʘ ʦʪʝʯʝʩʪʚʝʥʥʦʤ ʨʳʥʢʝ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʬʝʨʝ ʀɹ, ʦʩʦʙʝʥʥʦ ʧʨʠʥʠʤʘʷ ʚʦ 

ʚʥʠʤʘʥʠʝ ʬʘʢʪʠʯʝʩʢʫʶ ʣʠʙʝʨʘʣʠʟʘʮʠʶ ʠʤʧʦʨʪʘ ʉʂɿʀ 

Å ʈʦʩʪ ʨʦʣʠ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʪʘʥʜʘʨʪʦʚ ʥʘ ʥʘʮʠʦʥʘʣʴʥʦʤ ʨʳʥʢʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʝʨʝʢʦʩ ʨʝʛʫʣʠʨʦʚʘʥʠʷ 

çʵʢʩʧʦʨʪ/ʠʤʧʦʨʪè ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʘʜʝʥʠʶ ʩʧʨʦʩʘ ʥʘ 

ʧʨʦʜʫʢʮʠʶ ʦʪʝʯʝʩʪʚʝʥʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ 



ʏʝʛʦ ʙʦʷʪʩʷ ʚ ʌʉɹ/ʉʦʚʝʪʝ ɹʝʟʦʧʘʩʥʦʩʪʠ? 

Å ɺ ʨʦʩʩʠʡʩʢʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʷʭ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʦ 98% ʟʘʨʫʙʝʞʥʳʭ ʨʘʟʨʘʙʦʪʦʢ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ïɼʘʥʥʳʝ ʌʉɹ ʜʣʷ ʉʦʚʙʝʟʘ ʈʌ 

Å ʌʉɹ ʥʝ ʨʘʟ ʟʘʷʚʣʷʣʘ ʦ ʪʦʤ, ʯʪʦ ʜʣʷ ʙʦʨʴʙʳ ʩ ʵʪʦʡ ʫʛʨʦʟʦʡ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʚʘ ʦʩʥʦʚʥʳʭ 

ʤʝʭʘʥʠʟʤʳ 

ïʅʝʜʦʧʫʱʝʥʠʝ ʥʘ ʨʦʩʩʠʡʩʢʠʡ ʨʳʥʦʢ ʟʘʧʘʜʥʳʭ ʧʨʦʜʫʢʪʦʚ 

ïʉʝʨʪʠʬʠʢʘʮʠʷ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ 

Å ɺ ʢʘʯʝʩʪʚʝ ʫʛʨʦʟʳ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʥʝʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʦʪʝʯʝʩʪʚʝʥʥʳʭ ʠ ʟʘʨʫʙʝʞʥʳʭ ʀʊ, ʩʨʝʜʩʪʚ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ, ʩʨʝʜʩʪʚ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ, 

ʪʝʣʝʢʦʦʤʫʥʠʢʘʮʠʠ ʠ ʩʚʷʟʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠ ʨʘʟʚʠʪʠʠ ʨʦʩʩʠʡʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ïɼʦʢʪʨʠʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʌ 



ʆ ʯʝʤ ʛʦʚʦʨʷʪ ʚ ɻʦʩʜʫʤʝ? 

Å ʈʦʩʩʠʷ ʟʘʚʠʩʠʤʘ ʦʪ ʟʘʧʘʜʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ïʀʭ ʨʘʟʨʘʙʦʪʯʠʢʠ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʢʦʣʧʘʢʦʤ ʫ ʟʘʧʘʜʥʳʭ ʩʧʝʮʩʣʫʞʙ 

Å ʅʝʚʦʟʤʦʞʥʦʩʪʴ ʙʦʨʦʪʴʩʷ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʷʤʠ 

ïɻ-ʥ ʇʫʪʠʥ ʩʥʘʯʘʣʘ ʧʦʜʧʠʩʘʣ ɹʫʜʘʧʝʰʪʩʢʫʶ ʢʦʥʚʝʥʮʠʶ ɽʉ çʆ 

ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶè, ʘ ʧʦʪʦʤ ʦʪʦʟʚʘʣ ʩʚʦʶ ʧʦʜʧʠʩʴ 

Å ɻʦʪʦʚʷʪʩʷ ʢʠʙʝʨʚʦʡʥʳ 

ïʉʐɸ ʚʥʝʩʣʦ ʚ ʆʆʅ ʧʨʝʜʣʦʞʝʥʠʝ ʦʪʚʝʯʘʪʴ ʚʦʝʥʥʳʤʠ ʫʜʘʨʘʤʠ ʥʘ 

ʢʠʙʝʨʘʪʘʢʠ 

Å ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʜʨʫʛʠʭ ʩʪʨʘʥ ʜʘʝʪ ʧʨʘʚʦ ʩʧʝʮʩʣʫʞʙʘʤ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʚʝʩʴ ʀʥʪʝʨʥʝʪ-ʪʨʘʬʠʢ, ʧʨʦʭʦʜʷʱʠʡ ʯʝʨʝʟ ʵʪʠ 

ʩʪʨʘʥʳ 

ïɺ ʈʦʩʩʠʠ ʪʘʢʦʝ ʞʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ 



ʂʘʢ ʧʦʩʪʫʧʘʶʪ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ? 

Å ʈʘʟʚʠʚʘʪʴ ʩʚʦʝ, ʧʦʩʪʝʧʝʥʥʦ ʚʳʪʝʩʥʷʷ ʚʩʝ ʟʘʨʫʙʝʞʥʦʝ 

ʥʝʜʦʚʝʨʝʥʥʦʝ 

ïʇʨʠʤʝʨ: ʂʠʪʘʡ 

Å ɼʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʤʝʥʷʪʴ ʜʣʷ ʛʨʘʞʜʘʥʩʢʦʛʦ ʧʨʠʤʝʥʝʥʠʷ ʚʩʝ, 

ʯʪʦ ʫʛʦʜʥʦ, ʢʦʥʪʨʦʣʠʨʫʷ ʥʘʠʙʦʣʝʝ ʢʨʠʪʠʯʥʳʝ ʩʬʝʨʳ (ʛʦʩʪʘʡʥʘ, 

ʂɺʆ, ʦʙʦʨʦʥʢʘ), ʧʳʪʘʷʩʴ ʚʥʝʜʨʠʪʴ ʚ ʥʠʭ ʩʦʙʩʪʚʝʥʥʳʝ ʥʘʨʘʙʦʪʢʠ 

ʀʊ ʀɹ 

ɹʠʟʥʝʩ 

ʀɹ ʀʊ 

ʈʦʩʩʠʷ 
ɿʘʧʘʜ 



ʏʪʦ ʧʨʝʜʣʘʛʘʶʪ ʨʝʛʫʣʷʪʦʨʳ? 

Å ɺʳʨʘʙʦʪʢʘ ʤʝʨ ʧʦ ʤʠʥʠʤʠʟʘʮʠʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʫʯʘʩʪʠʷ 

ʠʥʦʩʪʨʘʥʥʳʭ ʢʦʤʧʘʥʠʡ ʚ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 

Å ʉʦʜʝʡʩʪʚʠʝ ʨʘʟʚʠʪʠʶ ʦʪʝʯʝʩʪʚʝʥʥʦʛʦ ʧʨʦʠʟʚʦʜʩʪʚʘ ʩʨʝʜʩʪʚ 

ʩʚʷʟʠ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ, ʇʆ, ʤʠʢʨʦʵʣʝʢʪʨʦʥʥʦʡ ʙʘʟʳ ʠ ʪ.ʜ. 

Å ʀ ʝʱʝ 5 ʧʨʝʜʣʦʞʝʥʠʡ 

 

Å ʇʦ ʧʦʚʦʜʫ ʉʇʆ 

ïʌʉɹ ʥʝ ʨʘʟ ʟʘʷʚʣʷʣʘ, ʯʪʦ ʫʨʦʚʝʥʴ ʟʘʪʨʘʪ ʥʘ ʘʥʘʣʠʟ ʉʇʆ ʠ 

ʧʨʦʧʨʠʝʪʘʨʥʦʛʦ ʇʆ ʚ ʢʦʥʪʝʢʩʪʝ ʀɹ ʦʜʠʥʘʢʦʚ 

ïʆʩʥʦʚʥʳʤ ʧʦʩʪʘʚʱʠʢʦʤ ʇʆ ʜʣʷ ʉʦʯʠ-2014 ʚʳʙʨʘʥʘ ʢʦʤʧʘʥʠʷ 

Microsoft ï ʫʞʝ ʧʦʩʣʝ ʧʨʠʥʷʪʠʷ ʢʫʨʩʘ ʥʘ ʉʇʆ 



ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ ʈʦʩʩʠʠ? 

ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʝʛʫʣʷʪʦʨʦʚ 

ʃʝʛʠʪʠʤʥʳʡ ʚʚʦʟ ʢʨʠʧʪʦʛʨʘʬʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝ 

ʩ ʧʨʘʚʠʣʘʤʠ ʊʘʤʦʞʝʥʥʦʛʦ ʩʦʶʟʘ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʣʝʛʠʪʠʤʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʠ 

ʊʨʝʙʦʚʘʥʠʷ ʩʝʨʪʠʬʠʢʘʮʠʠ 

ʃʦʢʘʣʴʥʳʝ ʠ ʟʘʢʨʳʪʳʝ ʥʦʨʤʘʪʠʚʥʳʝ ʘʢʪʳ 

ʆʪʩʫʪʩʪʚʠʝ ʫʯʝʪʘ ʨʳʥʦʯʥʳʭ ʧʦʪʨʝʙʥʦʩʪʝʡ 

ʀʩʪʦʨʠʯʝʩʢʠʡ ʙʵʢʛʨʘʫʥʜ 



ɿɸʂʆʅʆɼɸʊɽʃʔʉʊɺʆ ʀ 

ʈɽɻʋʃʗʊʆʈʓ 



ʈʝʛʫʣʷʪʦʨʳ ʚ ʦʙʣʘʩʪʠ ʀɹ 

ʀɹ 

ʌʉʊʕʂ 

ʌʉɹ 

ʄʠʥʢʦʤ-
ʩʚʷʟʴ 

ʄʆ 

ʉɺʈ 

ʌʉʆ 

 
ʎɹ 

 

 
 
 

PCI 

Council 

 
 
 

ɻʘʟʧʨʦʤ- 

ʩʝʨʪ 

 
 
 

ʈʦʩʘʪʦʤ 

 
ʈɾɼ 

 

 
 
 

ʈʦʩ- 

ʩʪʘʥʜʘʨʪ 



ʅʦʚʳʝ ʥʦʨʤʘʪʠʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

Å ʇʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ 

Å ʌʠʥʘʥʩʦʚʘʷ ʦʪʨʘʩʣʴ 

ïPCI DSS 

ïʉʊʆ ɹʈ ʀɹɹʉ-1.0 

ïʌɿ çʆ ʥʘʮʠʦʥʘʣʴʥʦʡ 
ʧʣʘʪʝʞʥʦʡ ʩʠʩʪʝʤʝè 

Å ʕʣʝʢʪʨʦʥʥʘʷ ʧʦʜʧʠʩʴ 

Å ʂʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʦʙʲʝʢʪʳ 

Å ɻʦʩʫʩʣʫʛʠ ʠ ʋʕʂ 

Å ʅʦʚʳʡ ʌɿ ʦ ʣʠʮʝʥʟʠʨʦʚʘʥʠʠ 

Å ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ ʢʦʥʪʨʦʣʴ 
ʀʥʪʝʨʥʝʪ 

Å ɿʘʱʠʪʘ ʜʝʪʝʡ ʦʪ ʠʥʬʦʨʤʘʮʠʠ 

Å ʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ 

Å ʀ ʜʨ. 



ʇɽʈʉʆʅɸʃʔʅʓɽ ɼɸʅʅʓɽ 



ɹʘʟʦʚʘʷ ʠʝʨʘʨʭʠʷ ʜʦʢʫʤʝʥʪʦʚ ʧʦ ʇɼʥ 

ʇʨʠʢʘʟʳ ʠ 
ʠʥʳʝ ʜʦʢʫʤʝʥʪʳ 

ʇʦʩʪʘʥʦʚʣʝʥʠʷ 
ʇʨʘʚʠʪʝʣʴʩʪʚʘ 

ɿʘʢʦʥʳ 

ʂʦʥʚʝʥʮʠʠ ʠ ʠʥʳʝ 
ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʜʦʛʦʚʦʨʘ 

ɽʚʨʦʧʝʡʩʢʘʷ 
ʂʦʥʚʝʥʮʠʷ 

ʌɿ ˉ152 ʦʪ 
26.07.2006 

ʌɿ ˉ160 ʦʪ 
19.12.2005 

ˉ781 ʦʪ 
17.11.2007 

çʇʨʠʢʘʟ 
ʪʨʝʭè ʦʪ 

13.02.2008 

2 ʦʪʢʨʳʪʳʭ 
ʜʦʢʫʤʝʥʪʘ ʠ 1 
ʧʦʣʫɼʉʇ ʦʪ 
ʌʉʊʕʂ 

2 ʦʪʢʨʳʪʳʭ 
ʜʦʢʫʤʝʥʪʘ ʌʉɹ 

ʈʝʛʣʘʤʝʥʪʳ 
ʦʩʫʱʝʩʪʚʣʝʥʠʷ 
ʢʦʥʪʨʦʣʷ ʠ 
ʥʘʜʟʦʨʘʨ 

ˉ687 ʦʪ 
15.09.2008 

ˉ512 ʦʪ 
6.07.2008 

ɼʠʨʝʢʪʠʚʳ 
ɽʚʨʦʩʦʶʟʘ / 

ɽʚʨʦʧʘʨʣʘʤʝʥʪʘ 

ʈʝʢʦʤʝʥʜʘʮʠʠ 
ʆʕʉʈ 

Å ɻʦʪʦʚʠʪʩʷ 9 ʥʦʚʳʭ ʇʦʩʪʘʥʦʚʣʝʥʠʡ ʇʨʘʚʠʪʝʣʴʩʪʚʘ 

Å çʉʪʘʨʳʝè ʇʦʩʪʘʥʦʚʣʝʥʠʷ ʧʦʢʘ ʜʝʡʩʪʚʫʶʪ 



ʏʪʦ ʧʦʤʝʥʷʣʦʩʴ? 

Å ʊʝʨʤʠʥʦʣʦʛʠʷ 

ïʇɼʥ, ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʇɼʥ, ʦʙʝʟʣʠʯʠʚʘʥʠʝ, ʦʙʨʘʙʦʪʢʘ, 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʦʙʨʘʙʦʪʢʘ, ʪʨʘʥʩʛʨʘʥʠʯʥʘʷ ʧʝʨʝʜʘʯʘ 

Å ʋʩʣʦʚʠʷ ʦʙʨʘʙʦʪʢʠ ʇɼʥ ʙʝʟ ʩʦʛʣʘʩʠʷ 

Å ʇʦʷʚʣʝʥʠʝ çʦʙʨʘʙʦʪʯʠʢʘè ʇɼʥ (ʃʆʇɼʇʆ) 

Å ʋʩʣʦʚʠʷ ʦʙʨʘʙʦʪʢʠ ʩʧʝʮʠʘʣʴʥʳʭ ʢʘʪʝʛʦʨʠʡ ʇɼʥ 

Å ʋʩʣʦʚʠʷ ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʠ ʇɼʥ 

Å ʋʩʣʦʚʠʷ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʩʫʙʲʝʢʪʘ ʢ ʝʛʦ ʇɼʥ 

Å ʋʩʣʦʚʠʷ ʥʝʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʩʫʙʲʝʢʪʫ ʩʚʝʜʝʥʠʡ 

Å ʂʦʥʪʨʦʣʴ ʠ ʥʘʜʟʦʨ ʩʦ ʩʪʦʨʦʥʳ ʌʉʊʕʂ ʠ ʌʉɹ 

Å ʉʦʜʝʨʞʘʥʠʝ ʫʚʝʜʦʤʣʝʥʠʷ ʚ ʈʂʅ 

Å ɺʦʟʤʝʱʝʥʠʝ ʤʦʨʘʣʴʥʦʛʦ ʚʨʝʜʘ 



ʏʪʦ ʧʦʜ ʚʦʧʨʦʩʦʤ? 

Å ʂʣʘʩʩʠʬʠʢʘʮʠʷ ʀʉʇɼʥ ï ʝʝ ʙʦʣʴʰʝ ʥʝʪ 

ïʈʘʟʥʳʝ ʫʧʨʘʚʣʝʥʠʷ ʈʂʅ ʩʯʠʪʘʶʪ ʧʦ ʨʘʟʥʦʤʫ 

Å ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʫʛʨʦʟ ï ʝʛʦ ʙʦʣʴʰʝ ʥʝʣʴʟʷ ʜʝʣʘʪʴ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ïʅʦ ʌʉʊʕʂ ʩʯʠʪʘʝʪ ʠʥʘʯʝ 

Å ʊʨʝʙʦʚʘʥʠʷ ʧʦ ʟʘʱʠʪʝ ʇɼʥ ï ʩʪʘʣʦ ʞʝʩʪʯʝ 

ïʀʣʠ ʪʦʯʥʝʝ ʤʦʛʫʪ ʩʪʘʪʴ 

Å ʉʝʨʪʠʬʠʢʘʮʠʷ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ï ʥʘ ʫʨʦʚʥʝ ʟʘʢʦʥʘ 

ïʉʝʨʪʠʬʠʢʘʮʠʷ ʠ ʦʮʝʥʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʵʪʦ ʥʝ ʦʜʥʦ ʠ ʪʦʞʝ 

ïʅʝʯʝʪʢʦʩʪʴ ʪʝʨʤʠʥʦʣʦʛʠʠ ʠ ʞʝʩʪʢʦʩʪʴ ʧʦʟʠʮʠʠ ʨʝʛʫʣʷʪʦʨʘ 

Å ɸʪʪʝʩʪʘʮʠʷ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ ï ʥʘ ʫʨʦʚʥʝ ʟʘʢʦʥʘ 

Å ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠ 

ïʆʙ ʵʪʦʤ ʧʦʩʪʦʷʥʥʦ ʛʦʚʦʨʷʪ ʨʝʛʫʣʷʪʦʨʳ ʚ ʣʠʮʝ ʌʉʊʕʂ ʠ ʌʉɹ 



ɸʪʪʝʩʪʘʮʠʷ ʠ ʥʦʚʳʡ ʌɿ-152 

Å ɺ ʯʝʪʚʝʨʦʢʥʠʞʠʠ ʌʉʊʕʂ ʘʪʪʝʩʪʘʮʠʷ ʙʳʣʘ ʦʙʷʟʘʪʝʣʴʥʦʡ ʜʣʷ 

ʀʉʇɼʥ ʂ1, ʂ2 ʠ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʂ3 

Å ɺ ʧʨʠʢʘʟʝ ˉ 58 ʪʨʝʙʦʚʘʥʠʷ ʘʪʪʝʩʪʘʮʠʠ ʥʝʪ! 

Å ʏʪʦ ʪʘʢʦʝ çʦʮʝʥʢʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʠʥʠʤʘʝʤʳʭ ʤʝʨ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʦ ʚʚʦʜʘ ʚ 

ʵʢʩʧʣʫʘʪʘʮʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭè? 

ïʉʪ.19 ʥʦʚʦʛʦ ʩʪʘʨʦʛʦ ʌɿ-152 

Å ɺʦ ʌʉʊʕʂ ʛʦʪʦʚʷʪʩʷ ʜʦʢʫʤʝʥʪʳ ʧʦ ʘʪʪʝʩʪʘʮʠʠ ʦʙʲʝʢʪʦʚ 

ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ, ʦʙʨʘʙʘʪʳʚʘʶʱʠʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ 

ʠʥʬʦʨʤʮʠʶ 



ɿʘ ʛʦʩʦʨʛʘʥʳ ʚʩʝ ʨʝʰʠʪ ʇʨʘʚʠʪʝʣʴʩʪʚʦ 

Å ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʝʨʝʯʝʥʴ 

ʤʝʨ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʚʳʧʦʣʥʝʥʠʷ ʦʙʷʟʘʥʥʦʩʪʝʡ, 

ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ ʥʘʩʪʦʷʱʠʤ ʌʝʜʝʨʘʣʴʥʳʤ ʟʘʢʦʥʦʤ ʠ 

ʧʨʠʥʷʪʳʤʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʠʤ ʥʦʨʤʘʪʠʚʥʳʤʠ ʧʨʘʚʳʤʠ ʘʢʪʘʤʠ 

ʦʧʝʨʘʪʦʨʘʤʠ, ʷʚʣʷʶʱʠʤʠʩʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʠ 

ʤʫʥʠʮʠʧʘʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ 

Å ɿʘ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʧʝʨʝʯʝʥʴ ʤʝʨ ʦʧʨʝʜʝʣʷʝʪʩʷ ʌʉʊʕʂ ʠ ʌʉɹ 

ïʅʘ ʦʩʥʦʚʘʥʠʠ ʠ ʚʦ ʠʩʧʦʣʥʝʥʠʝ ʬʝʜʝʨʘʣʴʥʳʭ ʟʘʢʦʥʦʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʳ, ɹʘʥʢ ʈʦʩʩʠʠ, ʦʨʛʘʥʳ ʤʝʩʪʥʦʛʦ 

ʩʘʤʦʫʧʨʘʚʣʝʥʠʷ ʚ ʧʨʝʜʝʣʘʭ ʩʚʦʠʭ ʧʦʣʥʦʤʦʯʠʡ ʤʦʛʫʪ ʧʨʠʥʠʤʘʪʴ 

ʥʦʨʤʘʪʠʚʥʳʝ ʧʨʘʚʦʚʳʝ ʘʢʪʳ ʧʦ ʦʪʜʝʣʴʥʳʤ ʚʦʧʨʦʩʘʤ, 

ʢʘʩʘʶʱʠʤʩʷ ʦʙʨʘʙʦʪʢʠ ʇɼʥ 

ïʇʦʢʘ ʌʉʊʕʂ ʠ ʌʉɹ ʥʝ ʠʤʝʶʪ ʧʦʣʥʦʤʦʯʠʡ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʧʨʦʚʦʜʠʪʴ ʧʨʦʚʝʨʢʠ ʦʧʝʨʘʪʦʨʦʚ ʧʝʨʩʜʘʥʥʳʭ 

ïʈʂʅ ʧʨʠʛʣʘʰʘʝʪ ʌʉʊʕʂ, ʌʉɹ ʠ ʋʉʊʄ ʚ ʢʘʯʝʩʪʚʝ ʵʢʩʧʝʨʪʦʚ 



ʊʝʢʫʱʘʷ ʠ ʙʫʜʫʱʘʷ ʩʠʪʫʘʮʠʷ ʩ ɿʀ ʇɼʥ 

Å ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʝʨʩʜʘʥʥʳʭ ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤ ʫʩʣʦʚʠʝʤ 

ʦʙʨʘʙʦʪʢʠ ʇɼʥ 

Å ɿʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʇɼʥ ʦʪʚʝʯʘʶʪ ʌʉʊʕʂ ʠ ʌʉɹ 

ïʌʉʊʕʂ ʚʳʧʫʩʪʠʣ ʧʨʠʢʘʟ ˉ58 ï ʚ 2012 ʛ. ʧʣʘʥʠʨʫʝʪʩʷ ʠʟʤʝʥʝʥʠʝ 

ïʌʉɹ ʚʳʧʫʩʪʠʣʘ 2 ʤʝʪʦʜʠʯʝʩʢʠʭ ʜʦʢʫʤʝʥʪʘ ʚ ʦʙʣʘʩʪʠ 

ʢʨʠʧʪʦʛʨʘʬʠʠ ï ʚ 2012 ʛ. ʧʣʘʥʠʨʫʝʪʩʷ ʠʟʤʝʥʝʥʠʝ 

Å ʇʦʜʭʦʜ ʨʝʛʫʣʷʪʦʨʦʚ 

ïʉʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʝ ʉɿʀ ʠ ʉʂɿʀ ï ʧʦʜʭʦʜ ʥʝ ʤʝʥʷʝʪʩʷ, 

ʧʣʘʥʠʨʫʝʪʩʷ ʟʘʢʦʥʦʜʘʪʝʣʴʥʦʝ ʫʭʫʜʰʝʥʠʝ 

ïɺʥʦʚʴ ʧʦʷʚʣʷʝʪʩʷ ʘʪʪʝʩʪʘʮʠʷ 

Å ʆʪʨʘʩʣʝʚʳʝ ʩʪʘʥʜʘʨʪʳ ï ʪʨʝʥʜ ʩ ʥʝʦʯʝʚʠʜʥʦʡ ʩʫʜʴʙʦʡ 

ïʉʊʆ ɹʈ ʀɹɹʉ, ʅɸʋʌʆʈ, ʅɸʇʌ, ʊʨʠʪʦʥ, ʄʠʥʟʜʨʘʚʩʦʮʨʘʟʚʠʪʠʷé 

ïʌʉʊʕʂ ʠ ʌʉɹ ʧʦ-ʧʨʝʞʥʝʤʫ ʧʦʜʜʝʨʞʠʚʘʶʪ ʦʪʨʘʩʣʝʚʳʝ 

ʩʪʘʥʜʘʨʪʳ 



ʉʪʘʥʜʘʨʪ ʅɸʋʌʆʈ 

Å ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʩʝʭ ʫʯʘʩʪʥʠʢʦʚ 

ʬʦʥʜʦʚʦʛʦ ʨʳʥʢʘ 

Å ʉʦʛʣʘʩʦʚʘʥ ʩ ʌʉʊʕʂ ʠ ʌʉɹ 

Å ʆʪʧʨʘʚʣʝʥ ʥʘ ʩʦʛʣʘʩʦʚʘʥʠʝ ʚ 

ʌʉʌʈ 

Å ʊʨʘʜʠʮʠʦʥʥʳʡ ʧʦʜʭʦʜ ʢ ʟʘʱʠʪʝ 

ïCisco ASA, ISR, IPS, RVPN, CSM 

ʠ ʪ.ʜ. 

Å ʆʬʠʮʠʘʣʴʥʦʝ ʤʥʝʥʠʝ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʩʪʘʥʜʘʨʪʘ ï 

ʨʝʰʝʥʠʷ Cisco ʧʦʣʥʦʩʪʴʶ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʨʝʙʦʚʘʥʠʷʤ 

ʩʪʘʥʜʘʨʪʘ ʅɸʋʌʆʈ 



ʄʝʨʦʧʨʠʷʪʠʷ ʧʦ ʟʘʱʠʪʝ 

Å ʆʧʨʝʜʝʣʝʥʠʝ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʇɼʥ ʧʨʠ ʠʭ ʦʙʨʘʙʦʪʢʝ ʚ ʀʉʇɼʥ 

ïʇʝʨʝʜ ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʀʉʇɼʥ 

Å ʇʨʠʤʝʥʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʇɼʥ ʧʨʠ ʠʭ ʦʙʨʘʙʦʪʢʝ ʚ ʀʉʇɼʥ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʢ ʟʘʱʠʪʝ ʇɼʥ, ʠʩʧʦʣʥʝʥʠʝ ʢʦʪʦʨʳʭ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʇʨʘʚʠʪʝʣʴʩʪʚʦʤ ʈʌ ʫʨʦʚʥʠ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʇɼʥ 

Å ʇʨʠʤʝʥʝʥʠʝ ʧʨʦʰʝʜʰʠʭ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ ʧʨʦʮʝʜʫʨʫ 

ʦʮʝʥʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ 

ïʈʝʛʫʣʷʪʦʨʳ ʩʯʠʪʘʶʪ, ʯʪʦ ʵʪʦ ʩʝʨʪʠʬʠʢʘʮʠʷ 

ïʉʫʱʝʩʪʚʫʝʪ ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ 

Å ʆʮʝʥʢʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʠʥʠʤʘʝʤʳʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʇɼʥ ʜʦ ʚʚʦʜʘ ʚ ʵʢʩʧʣʫʘʪʘʮʠʶ ʀʉʇɼʥ 

ïʈʝʛʫʣʷʪʦʨʳ ʩʯʠʪʘʶʪ, ʯʪʦ ʵʪʦ ʘʪʪʝʩʪʘʮʠʷ ʠ ʛʦʪʦʚʷʪ ʥʦʨʤʘʪʠʚʢʫ 



ʄʝʨʦʧʨʠʷʪʠʷ ʧʦ ʟʘʱʠʪʝ 

Å ʋʯʝʪ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʇɼʥ 

Å ʆʙʥʘʨʫʞʝʥʠʝ ʬʘʢʪʦʚ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʇɼʥ ʠ 

ʧʨʠʥʷʪʠʝʤ ʤʝʨ 

Å ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʇɼʥ, ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʭ ʠʣʠ ʫʥʠʯʪʦʞʝʥʥʳʭ 

ʚʩʣʝʜʩʪʚʠʝ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʥʠʤ 

Å ʋʩʪʘʥʦʚʣʝʥʠʝ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʢ ʇɼʥ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʤ ʚ ʀʉʇɼʥ, 

ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʝʥʠʝʤ ʨʝʛʠʩʪʨʘʮʠʠ ʠ ʫʯʝʪʘ ʚʩʝʭ ʜʝʡʩʪʚʠʡ, 

ʩʦʚʝʨʰʘʝʤʳʭ ʩ ʇɼʥ ʚ ʀʉʇɼʥ 

Å ʂʦʥʪʨʦʣʴ ʟʘ ʧʨʠʥʠʤʘʝʤʳʤʠ ʤʝʨʘʤʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʇɼʥ ʠ ʫʨʦʚʥʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʉʇɼʥ 



ʂʣʘʩʩ ʀʉʇɼʥ ʠʣʠ ʫʨʦʚʝʥʴ ʟʘʱʠʱʝʥʥʦʩʪʠ? 

ʉʪʘʨʳʡ ʌɿ 

Åʂʣʘʩʩ ʀʉʇɼʥ 
ʦʧʨʝʜʝʣʷʝʪʩʷ ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 
ʦʙʲʝʤʘ ʠ ʪʠʧʘ ʇɼʥ 

Åʂʣʘʩʩ ʠ ʤʦʜʝʣʴ 
ʫʛʨʦʟ ʦʧʨʝʜʝʣʷʶʪ 
ʟʘʱʠʪʥʳʝ ʤʝʨʳ 

Åʂʣʘʩʩ ʦʧʨʝʜʝʣʷʝʪʩʷ 
ʦʧʝʨʘʪʦʨʦʤ 

ʅʦʚʳʡ ʌɿ 

Åʇʦʥʷʪʠʝ 
çʢʣʘʩʩʠʬʠʢʘʮʠʠè 
ʦʪʩʫʪʩʪʚʫʝʪ 

Åɺʚʦʜʠʪʩʷ ʧʦʥʷʪʠʝ 
çʫʨʦʚʝʥʴ 
ʟʘʱʠʱʝʥʥʦʩʪʠè 

Åɿʘʚʠʩʠʪ ʦʪ ʫʛʨʦʟ 

Åʆʧʨʝʜʝʣʷʶʪʩʷ 
ʇʨʘʚʠʪʝʣʴʩʪʚʦʤ ʈʌ 



ʂʘʢ Cisco SAFE ʧʦʤʦʞʝʪ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʀʉʇɼʥ? 

ɿʘʛʨʫʟʠʪʴ ʙʨʦʰʶʨʫ çCisco SAFEè ʤʦʞʥʦ ʥʘ ʩʘʡʪʝ www.slideshare.com/CiscoRu 



ʇʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʟʘʱʠʱʝʥʥʳʭ ʩʝʪʝʡ Cisco SAFE 

ʇʨʠʥʮʠʧʳ ʀʊ 

Åʄʦʜʫʣʴʥʦʩʪʴ / 
ʧʦʵʪʘʧʥʦʩʪʴ 

Åʉʥʠʞʝʥʠʝ TCO 

Åʉʪʘʥʜʘʨʪʠʟʘʮʠʷ / 
ʫʥʠʬʠʢʘʮʠʷ 

Åɻʠʙʢʦʩʪʴ 

Åʅʘʜʝʞʥʦʩʪʴ 

Åʇʦʜʜʝʨʞʢʘ ʥʦʚʳʭ 
ʧʨʦʝʢʪʦʚ 

Åɸʜʘʧʪʠʚʥʦʩʪʴ / 
ʘʚʪʦʤʘʪʠʟʘʮʠʷ 

Åʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ 

ʇʨʠʥʮʠʧʳ ʀɹ 

Åɹʝʟʦʧʘʩʥʦʩʪʴ ʢʘʢ 
ʩʚʦʡʩʪʚʦ, ʘ ʥʝ ʦʧʮʠʷ 

Åʎʝʣʴ ï ʣʶʙʦʝ 
ʫʩʪʨʦʡʩʪʚʦ, ʩʝʛʤʝʥʪ, 
ʧʨʠʣʦʞʝʥʠʝ 

Åʕʰʝʣʦʥʠʨʦʚʘʥʥʘʷ 
ʦʙʦʨʦʥʘ 

Åʅʝʟʘʚʠʩʠʤʦʩʪʴ ʤʦʜʫʣʝʡ 

Åɼʚʦʡʥʦʡ ʢʦʥʪʨʦʣʴ 

Åʀʥʪʝʛʨʘʮʠʷ ʚ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

Åʉʦʦʪʚʝʪʩʪʚʠʝ 
ʪʨʝʙʦʚʘʥʠʷʤ 



ʄʦʜʫʣʴʥʦʩʪʴ SAFE = ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʀʉʇɼʥ 

Data 

Center 
Campus 

WAN 

Edge 
Branch 

Internet 

Edge 

E-comm- 

erce 

Cisco 

Teleworker 

Virtual 

User 

Partner 

Sites 

ʉʝʨʚʠʩʳ 

Policy and 

Device 

Management 

ʈʝʰʝʥʠʷ 
ʧʦ ʀɹ 
ÁPCI 

ÁDLP 

ÁThreat 
Control 

ʉʝʪʝʚʳʝ 
ʫʩʪʨʦʡʩʪʚʘ 
ÁRouters 

ÁServers 

ÁSwitches 

Identify 

Monitor 

Correlate 

Harden 

Isolate 

Enforce 

ɺʠʜʠʤʦʩʪʴ ʂʦʥʪʨʦʣʴ 

Secured Mobility, Unified Communications, Network Virtualization  

Network Foundation Protection  

ʋʩʪʨʦʡʩʪʚʘ ʀɹ 
ÁVPNs 

ÁMonitoring 

ÁAdmission Control 

ÁIntrusion Prevention 

ÁFirewall 

ÁEmail Filtering 



ʀʉʇɼʥ ʜʣʷ PCI DSS 

ʇʨʠʤʝʯʘʥʠʝ! ʆʪʦʙʨʘʞʝʥʘ ʨʝʘʣʠʟʘʮʠʷ ʥʝ ʚʩʝʭ ʪʨʝʙʦʚʘʥʠʡ 

Credit Card 

Storage 

(PCI 1,3,5,6,7) 

ʋʜʘʣʝʥʥʘʷ ʧʣʦʱʘʜʢʘ ʇʝʨʠʤʝʪʨ 
ʀʥʪʝʨʥʝʪ 

ISR 
(PCI 4) 

Catalyst 

ASA 
  (PCI 1,4) 

6500 
FWSM 

CS-MARS 
(PCI 10) 

NAC 

ɻʣʘʚʥʳʡ 
ʦʬʠʩ 

6500 
Switch 

WAP 

E-commerce 
(PCI 1,3,5,6,7) 

ASA 
(PCI 1,4) 

7200 

CSA MC 
(PCI 10,12) 

WAP 

POS Cash Register 

(PCI 1,3,5,6,7) 

 

ʄʦʙʠʣʴʥʳʡ 

POS POS ʩʝʨʚʝʨ 

(PCI 1,3,5,6,7) 

ʇʂ 

ʤʘʛʘʟʠʥʥʦʛʦ 

ʨʘʙʦʪʥʠʢʘ 

(PCI 1,3,5,6,7) 

ɹʣʦʢ ʫʧʨʘʚʣʝʥʠʷ 

ʎʆɼ 

ACS 
(PCI 2, 10,12) 

 

WAP 

Internet 

ɹʝʩʧʨʦʚʦʜʥʦʝ 
ʫʩʪʨʦʡʩʪʚʦ 

CSM 
(PCI 10,12) 
 

ASA 

http://cgl.microsoft.com/clipgallerylive/packages/j008/j0082705.cil


ʀʉʇɼʥ ʧʦ ʉʊʆ ɹʈ ʀɹɹʉ-1.0 

ʇʨʠʤʝʯʘʥʠʝ! ʆʪʦʙʨʘʞʝʥʘ ʨʝʘʣʠʟʘʮʠʷ ʥʝ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ 

ʉʝʨʚʝʨ 

ʧʨʦʮʝʩʩʠʥʛʘ 

ɼʦʧʦʬʠʩ / ʦʪʜʝʣʝʥʠʝ ʇʝʨʠʤʝʪʨ 
ʀʥʪʝʨʥʝʪ 

ISR 
Catalyst 

ASA 

6500 
FWSM 

CS-MARS 

NAC 

ɻʣʘʚʥʳʡ 
ʦʬʠʩ 

6500 
Switch 

WAP 

ʀʥʪʝʨʥʝʪ- 
ʙʘʥʢ 

ASA 

7200 

NCM 

WAP 

POS-ʪʝʨʤʠʥʘʣ ʄʦʙʠʣʴʥʳʡ 

POS 

ʂʠʦʩʢ 

ʇʂ 

ʙʘʥʢʦʚʩʢʦʛʦ 

ʨʘʙʦʪʥʠʢʘ 

ɹʣʦʢ ʫʧʨʘʚʣʝʥʠʷ 

ʎʆɼ 

ACS 

WAP 

Internet 

ɹʝʩʧʨʦʚʦʜʥʦʝ 
ʫʩʪʨʦʡʩʪʚʦ 

CSM 

ASA 

ʇʨʦʮʝʩʩʠʥʛ 

ʇʣʘʪʝʞʥʳʡ 
ʩʝʛʤʝʥʪ ATM 



ʉʝʛʤʝʥʪʘʮʠʷ 
ʆʧʨʝʜʝʣʝʥʠʝ 

Scope 

ʄʦʞʝʪ ʙʳʪʴ 
scope ʫʤʝʥʴʰʝʥ 

ʟʘ ʩʯʝʪ ʩʝʛʤʝʥʪʘʮʠʠ? 

ɺʩʷ ʩʝʪʴ ʚ Scope 

POS 
Servers 

Branch 

Server  
Access 

Storage 

Data Center 

inventory 
Servers 

Server  
Access 

WAN 
Access 

CORE 

Headquarters 

Warehouse 

Wide Area 
Accelerated 

Network 



ʉʝʛʤʝʥʪʘʮʠʷ 
ʆʧʨʝʜʝʣʝʥʠʝ  

Scope 

ʄʦʞʝʪ ʙʳʪʴ 

scope ʫʤʝʥʴʰʝʥ 

ʟʘ ʩʯʝʪ ʩʝʛʤʝʥʪʘʮʠʠ? 

ʅɽʊ 

ɺʩʷ ʩʝʪʴ ʚ 
ʟʘʱʠʱʘʝʪʩʷ 

ɺʩʷ ʩʝʪʴ ʚ Scope 

POS 
Servers 

Branch 

Server  
Access 

Storage 

Data Center 

inventory 
Servers 

Server  
Access 

WAN 
Access 

CORE 

Headquarters 

Warehouse 

Wide Area 
Accelerated 

Network 


