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Cil s c o 0 sBadda FRohcy Solution with ISE
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AGold QoS —
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VLAN
000000,
000000,
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No QoS VLAN
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Hidden SSID (non-Broadcast)
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Mo Internet access
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[ sy dats dzd tsB dzOtolz

[ sy dets dzd d =

7l B da0 bekma i<

GRID (ndpBwadsast)

€z Is

[ itouch 60196 158.cap - Wireshark
Eile Edit View Go Capture Analyze Statistics Telephonz Tools Help
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Mo. . Time TIrme Abs Source Destination Protocol Info
J.&Lausy LL£03L 03U 082300 LISL0O_JU42.33 ApPpIE_LU W LEEE aUd PIUDE HESPUINSE, SN=LL11, FN=U, Fldyb=... e, BI=1UY, SOlU= dLLIVE
5.433770  12:51:30.701409 Cisco_5d:42:53 Apple_2c:0 IEEE 802 Probe Response, 5N=2213, FN=0, Flags=../..... C, BI=100, 55ID="active",
5.497521 12:51:30.765160 Apple_2c:0e:d? Broadcast IEEE 802 Probe Reguest, SN=1131, FN=0, Flags=./f..... C, Ss5ID="active"
5.516014 12:51:30.783653 Apple_2c:0e:d? Broadcast IEEE 802 Probe Reguest, SN=1132, FN=0, Flags=.£...... C, Ss5ID="active”
5.583390 12:51:30.851029 Apple_2c:0e:d7 Broadcast IEEE 802 Probe Request, SN=1135, FN=0, Flags=f....... C, SsID="active"
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5.665891 12:51:30.933530 Apple_2c:0e:d? Broadcast IEEE 802 Probe Request, 5N=1139, FN=0, Flags4........ C, S5ID="active"
5.748887 12:51:31.016526 Apple_2c:0e:d? Broadcast IEEE 802 Probe Reguest, SN=1141, FN=0, Flags........ C, Ss5ID="active”
G6.016889 12:51:31.284528 Apple_2c:0e:d7 Cisco_5d:4 IEEE 8§02 authentication, SN=1142, FN=0, Flagsk........
6.018264 12:51:31.285903 Cisco_5d:42:53 Apple_2c:0 IEEE 802 authentication, SN=2237, FN=0, Flags
6.020637 12:51:31.288276 Apple_2c:0e:d7 Cisco_5d:4 TEEE 802 Association Request, SN=1143, FN=0, F 'ags=
598 6.023514 12:51:31.291152 Cisco_5d:42:53 Apple_2c:0 IEEE 802 Association Response, SN=2238, FN
600 6.026890 12:51:31.294529 Cisco_5d:42:53 Apple_2c:0 EAP Request, Identity [RFC3748]
602 6.027389 12:51:31.295028 apple_2c:0e:d? Cisco_5d:4 IEEe 802 Null function (No data), sN=1144, FN=0, F
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ALFA USB WiFi AWUSO036H

1 sHHJ tey d® Bgpk3dack 5 Linux, Ubuntu
 simiskzf dz@ HwOQSXjost 5 64 dz Wi ndows 98, 20C

Andapter with standard RP-SMA antenna connector

Adigh gain 5dBi Antenna

Avicro USB Cable

Aest of WiFi DVD

Supports 802.11 b/g, 2.4-2.487 GHz channels 1-14, Managed and Monitor modes
1000mW txpower.
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http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
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http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
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i TKIP MIC, Auth flood, Assoc flood, Deauth, NAV, RF Jamming, etc
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0 Spectrum Expert - WCS Compatible !E

&j St B dOkyd

File = Wiew ~ Spectrum ~ Tools ~ Help ~

Active Devices nox

=-Genetic - Continuous [2]
Device (FM) @ 2404,78 MHz
Device @ 2410,94 MHz

#- Wi-Fi Ad Hocs [1]

- Wi-Fil APs (In-Network) [17]

Control Panel o x
= Swept Spectrogram nrax Swept Spectrogram nrax
& Certer FreafSpan _v] % Center: 2,450 GHz Span:100.00 MHz Center: 2,450 GHz Span: 100,00 MHz
Band 2.4 - 2,5 GHz Band Sweep Time: | secs RBW:156.25 kHz Sweep Time:1 secs RBW: 156.25 kHz

Center 2,450 GHz
Span 100,00 MHz
g
Reference Li -20 dBm
vertical Scale 10 dBm

= & on O OfF

Type Max

B ©on & off Clear |
Type Average

B Con & off Cleor [T
Type Max Hold

= © on & Off
Type Single:

I Trace Trace 1

Wale 7 450 GHz ﬂ

For Help, press F1

=6 3E

@ Spectrum
AQ

i,

Spectrum (Z)
Spec An

I Tue Feb 23 17:44:02

Devices !Jj (gl

Summary

,D Device Finder

Real Time FFT

Center:2 450 GHz
Vertical Scale: 10 dBm /
[Trace 1: Max
[ Trace 3: Ot

e,

n7ax
Span:100.00 MHz
RBW:156.25 kHz
B Trace 2: Off

il

I

ALl L

o —yinetdta g Ul

APEEES JIE RS LR

FFT Duty Cycle

Center: 2 450 GHz
Vertical Scale:10% /
[ Trace 1: Maw-5 Sweeps
[ Trace 3: O

n7ax
Span: 100.00 MHz
RBW:156.25 kHz
I Trace 2: Off

[ Trace 1: Max

[ Trace 1: Duty Cycle

Monitored: 2.40-2.50 Live Internal Antenna UpTime: 6 Mins  Wi-Fi



DoS TKIP MIC

Altcddjte OlOSd dz0 BOL ] HttslstsS tsdz! dzts 2
AMCIdmMtsdz Lizjlsmw wHdzw L OMNdIlsr yj dzsmlsc

A dzd B dzO2diyjed@'d G tolz f  f=vortlz@ g d Sa@y ig O
o Cdzg Yyols! fJtojHislsotcOh O h 2 OdzetstcdIsd
SSID

Avvwi od EB)ENT sd L & j Is i) TKIEIGetion oS

(Beck-Tews, Halvorsen, Ohigashi-Morii)
A CWW j Cditsy dztsDoS-Qlsdze B LTKIP fiy j Is -
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DoSTKIPMIC, tjyjtfl OkOC(

Avylsts dzOd3 f sdzZOH BB dIss Mw
AR dzmistclz d3j dzimdk®D(E OB j ey do Ojls tcOL dzd D&

Linux1l VMware Remote Console  Devices

root@javier-vm-linux: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

vith Pricrity @! Reinjecting...

QoS PACKET to ©©:1C:B8 ith Priori ! Reinjecting..
iting for one QoS ..
Qo5 PACKET to 80:1C:B8 ith Priori ! Reinjecting..
iting for one QoS ..
QoS PACKET to @88 8 ith Priority 2! Reinjecting..
136 packets/sec

Cancels all traffic continuously

-t <bssid
Set Mac address of target AP
<second
Seconds between bursts (Default: 18)
=Pp
Set packets per burst (Default: 78)

Use the new TKIP QoS-Exploit
Needs just a few packets to shut AP down!
<pps:
Set speed (Default: 480)
- :~# mdk3 mon@ m -t 8@:1lc:b@:ea:

& Shell

1 l il » 7, @ = = ~| @ root@javier-vm-linux: FEpy 1 2 |1 EE y
i vmwal

To direct input to this vitual machine, press Ciil+G.




DoSTKIP MIC, sy dzs dzd B dzGtelzy dls! Ols G

A r G)ish dBNMIGS sdzstetsdzd teflz & Is iy w

Al sy dzts s ISQ dzB 11515 16 @S B w
B ES | Pt u“q L5 B @dgR e & | b
Afscrh umqmzsmsasa@bJ iz yO2 oz j
s BOd dzs | ] h j dz Sz L iSO Ok |
B gt w T .
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DoS 802.11 floods

AuvtOWdS Bk tOs dzj dzd w80 isop@ dzd B O w
RS A Rt S e Yhacir L ir ST
A FloodftedotsHdls ¢ dmuyjtef Odds tj Mkztemtse
ﬁurfr]wucf dMmssydzed S so r IsO smyr f sHC dzt
W s 4 oz
a%%s s L Olgwama%s@g%%&}mmlﬁ)q)ﬂ;@ts L, 59 Odzts

L
Al il fesimissagts tojh j dadw
dzd W j dzq j fnc;tstmsfnsq SR &ZO d dz¥ tste
MFP j Hd dzilse j dzdzr 2 tsctcOdzd ydoe O h d2
AQWWJQIS s G 1®Adpdiyy jodedzOY ( slsjtew fjteo dfm

O%
o @
28
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DoS 9 802.11

AsO¢ LONdIsdIls: fqw
i WLC, 12.4(21a)JYd B8] Pzc stedls 3 § toj H BoSauthOh | dz
AriljClsdteishioszidOd: dz' 2 o Otsd Odzls
A FloodtslstsBtc Oy O Isfqw  fMts fMils OdzH OB dz' diz3d 1
AdlsOSd d&z0 BOL | { totsisd NEisjoc Ust f O
HylIlsj SIsdtelz® Ismw
AWCSCOtls' dBselkzls S OL O d&j Miss tsdzts y
AMFP®isY jls tsB dz@tizlf y flgtsdzOdzd L  tots 9 Odzdz
AltcOoddzO BB dzOtclkzy j dzdw f sjlststcsdzded n L
sB dzOtclzy Ols { =sfiyls tste ts dzdzd J
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ANzdzC yMFPd j 4 ftej ddszh j flse O

Al B dzOtelzy j dzd js M®lis@IBEzdzdnjin-the-middled Ht©kz e d j
OOCd fl BOBJizdY ydj2 bkitOs dveh ddad

I 1tse" N OJjlIls dzOH j X dats ) ISAP d WIBAKE@S kigngtuled W
detection

Al tcjHislso tcON jBZfy j BSPBHHj Y do Ols! v da
wWizdzC ydj ?2 O ECEXeX afents)

AR dzdzts o Cischei dzv 8B j M i wisdeddznsis d
AulsOdzH Otcls o &IGOEESME s § j

CCX: http://www.cisco.com/web/partners/pr46/prl47/partners_pgm_concept_home.html

29



Management Frame Protection

Concept

Problem

A Wireless management frames are not
authenticated, encrypted, or signed

A A common vector for exploits

Solution

A Insert a signature (Message Integrity
Code/MIC) into the management frames

A Clients and APs use MIC to validate
authenticity of management frame

A APs can instantly identify
rogue/exploited management frames

Infrastructure MFP Protected

AP Beacons
lllllllll

c15co Associations/Re-associations
§ Authentications/

De-authentications

Client MFP Protected

TECEWN-2020

E 2010 Cisco and/or

Disassociations

Jovered
Action Management Frames || Q00000 | 4FSreaupyeresy

its affil CiscoRulklic Al I

Probe Requests/
Probe Responses

(/77

N

u)\t" LY

rights reserved. 30



Infrastructure MFP
MIC is added at end of Mngt Frame (before FCS)
Ainfrastructure MFP is enabled/disabled on the WLC

A1 key for every AP / WLAN

Acan be selectively disabled per WLAN, and
validation can be selectively disabled per AP.

Acan be disabled on the WLANSs that are used by
devices that cannot cope with extra IEs.

AValidation must be disabled on APs that are
overloaded or overpowered
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Y Ists

Alrhlaynat - [Unsaweal)

Filev| z4GHz = | &b~

Y|

11b/o/n @

=-£# 80211 Information
&% 5510 11)
&8 AdHoc
-5 Infrastiucture
1" 4P (7)
B STA32)
=g AitwWISE Advice
&) Security IDSAPS [0.7.2.0)
* Performance Yiolation [0.0,2,0]

Top SSIDs by Utilization

Beeline _WiFi
(796)

MAF AR [36,9%)

skado_292 (33,3%)

il Start

i

1

£

L Ists?

Device

o0:14:44: 15 ER A

00:25:03:DF:DAES
JO:14:04:26:15:D6

00:13:03:7E:F7: 66
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OR:IGERZTABFE  O:GEBZZBFE b
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74 F0ieli9F: 51 1E

O0:1E:52:71:91 44

00:23:54:31:5A:19

00:21:66:94:14:52
00:23:54:31:5E: 36

172.17.77.180

%) ifwlSE
=8y Security ID5/APS

& Configuration Yulherabilities
1 105 - Security Penetration
+-[3] Uszer Authentication & Eneryppti

- * Performance Yiolation

+-[3] Deployment and O peration Em

&1 FF Management

[ Fiter Alarms By Device

v B |:|::=q R -Z{f_-»Easg.-"v'iew- B (3

@ Security
WPA-F
?

MaC A1 | @ | @@
00144415 EMAC

00: 2503 0F:DAES

g

b

b ¥
7001804 26:15:06 b

b

b

b

¢

00:13: 003 7E:F7: 66
002191 ES 1205

F8:00D:08:00: 9708 b
00:21:FE:60:2F:0E b
00:1B: 77:173:06:86 b
00:25:62:FA: 4F:FE b
D a2 5E: 25 263 q
002505240 2E g
70:14:04:EL:04:F6 b
FHFD60:9F: 31 1E b
OO 1E:52: 719144 g
00:23:54:31:54:19 b
02166941452 g

h
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securewlan

131]14 wialsy

¥l
M
I
M
I
M
il
M
il
¥l
M
[il
M

WiFiRE, Beeline_‘WiFi_FREE, Yana, default, TangaoTe

DD:23:5=1;;_Q1 \CE. 2R

O0:1E 0 petected channel ;7

M ; 5larms on channel
Device

MALC address
#02.11 media btype 'g

5/ Signal strength (0%

P O0:21:66:9A:1A:
00216608 1A

blizzard, cleanair, Beeline_MWiFi, securezayac, aI}[‘la,
R ——
W

a2 SI—

52

7] Security used

SID
Associated AP

: blizzard, cleanair, Eeeline_WiFi, securezayac, alpha, ciscopublic, w241

——

The first received packet: 10/ Pl
The last received packet: 10/24 21:56:42

Perdormance YWiolation
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Intel ProSet

¥ Intel® PROSet,/Wireless WiFi Connection Ukility =0 |

File Toaols Advanced Profiles Help

Application Settings El
(intel. —Adapter

Currently managing the following wiFi adapter:
You are connected to securewlan. IntellR] '/iFi Link 5700 AGN

Mebwark, M ame: securewlan —Ed'-.-'anceiﬁ ettings

=pesd: 54.0 Mbps Show Infarmation Motifications
Signal Guality: Excellent O Show a list of available netwarks when not connected
IP Address: 192168.0.17 Matify when another application uses the 'WiFi adapter
& Auto Connect
& Connect to available network, using profiles only

L2

—WiFi Metwarksz (12)

|

securewlan Conrected . @ o= ) Connect to any available netwaork, if no matching profile found
.Illlé This retwork has securty enabled & Q ) Connect to any network bazed on profiles only [Cizco mode)
O Do not automatically connect, User will manually connect
1 332237 a & Manage Exclusions
.I|] ]L% This netwark has security enabled & [ Enable automatic exclude list feature
Enable manual exclude list feature -
_ akadol0 ‘ TI I _’|_I
III] I :IL% Thiz nebwork. has security enabled Q Description:
I ] akado_232 ﬂ Tazkbar Settings [Matifization Area) ;I
III] I l% Thiz nebwaork. has security enabled & LI

=

To manage profiles of previously connected WiF networks, click the _
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Cisco Secure Services Client

€ Cisco Secure Services Client - 10| x|
Settings Groups  Help
—availshle Connections for Group 'Cisco Corporate!
ol I Il I I |T Connect Automatically
Configured connections appear in boldface CISCO
Wired_Ethernet
Conneckion Signal Security Skatus = Cisco Enterprise WPA2
Wired_Ethernet sy . _
Cisco Enterprise... —T— T 11 WPAZ-Enterprizse Cisco Enterprise WPA2 Alpha
Cisco Enterprise... —T—T—T1o WPA2 Enterprise Cisco Enterprise
Cisco Enterprizse T T 11 WPA-Enterprise Ci=zco Public
Cigco Public [ s Open(non-gecured) Gutmans
Gutmans e s WPA-Personal
tandberg (o e e e Opentnon-secured) tandberg
1242 @Home L= == o WPA-Enterprise Connected 1242 @Home
Securezayac o s s WPA-Personal J——
Beeline_WiFi [ Open(non-secured) Wya
cleanair o e e e Opentnon-secured) Beeline_WiFi
vec 241 s Open{non-secured) cleanair
default P Openinan-secured) = ¥iew Available Connections...
Yoka30sCE4 = ] Openinon-secured) . ior Skat
FOM_AP [ o e o ] Cpeninon-secured) =ANNEECLOn Status. ..
sks243 ===} WPAZ-Personal YPMZonnmeck
MSI = = WP A-Personal
RILLICARI LALIOA Plme s | j Grl:lups
; |T Enable 'Wi-fi Radio
Comrect Edit... Delete )
= Repair
abouk, .,
Add SSID... | Connection Status... | YPH Connect | i [
|| Conneckion: 1242@Home  Skatus: Connected  Strength: Low  IP: 192,168.0.17 &

36



l sdz! L9 Olsjdzdée. ! 11

@ MCP Secured Site - Microsoft Internet Explorer

File Edit

View

J Back

Favorites

\_/1 @ @ :/h /‘,__) Search *Favorites @Media @ LE- 2

r:] |:1I-_".

Help

‘\ ‘/!

= 8- @45

: Address

@ http: f v, microsoft.comftraincert/mecp/mcpsecure. asp

Training & Certification

Training & Certification Home | Worldwide Sites

Advanced Search

Training & Certification
Home

Centers
Cormmunity
Partner Opportunities

Getting Started »
Training Resources »
Exam Resources 4

| Microsoft Certifications  » ‘
Product and Technology »

Microsoft Certif

All Products |

Support | Search

Security Alert

MCP Sec

Posted: Decem

The MCP Ser
Microsoft Ce
including MC

Access the N

The MCP Seq
authenticatig
visit the .NE]
use .NET Pas

your .NET P3

£

Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site's
security certificate.

° The security certificate is from a trusted certifying authority.

o The security certificate has expired or is not yet valid.

8

of the page you are trying to view.

Do you want to proceed?

Yes ] [ No ] [View Certificate

The security certificate has a valid name matching the name

who are
? benefits,

t, please
yOou can
ciate

process is called migration. Visit our migration page to access instructions and

Faq.

entials. This

@ Opening page https:/partnering.one.microsoft.comfmep. ..

# Internet

g
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http://www.oxid.it/

_ S [=
File Wiew Configure Tools Help

#/a|+w @ P2 EBIABPE~a@h® 2| 010

ﬁ Protected Skorage I@ Mebwark I@ SniFfer Iﬁ LS4 Secrets I@f Cracker Iﬁ Tracerouke IM o I[tﬂ,’] Wireless

ertificate File | HTTFS Server | Hoskname |
D:'I,F'rngram Files\Cain\Certsifake 65.54.179,195.crk 65.54,179,195

login, passport, com

Started | Zlosed | HTTPS server | Client | Skatus | Filename | Bikes |

03/12/2004 - 19:33:54 08)12/2004 - 19:33:54 65.54,179,195 192,165.0.10

081272004 - 19:33:55

Closed by client

Closed by server

192.163.0,10

Remoye Delete
Femove Al

= Hosts | @ aPR | 2 aPrOns | B APR-SSH-1 | APR-HTTPS I&- Routing |9, Passwords
Lost packets: 0%
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WIiFi Pineapple

Mark Il puts Karma, URL Snarf, DNS
Spoof, ngrep, deauth via Aircrack-NG and
much more at the click of the link. Internet
Connection Sharing has also been greatly
simplified with the Mark Il acting as DHCP
server for connecting clients. Phishing
attacks are also built-in with the DNS
Spoofing capabilities -- all configurable
from the PHP-driven web interface.

http://hakshop.myshopify.com 39



Social Engineer Toolkit (SET)

' Java Required - Mozilla Firefox

- C XX G LT nwe:n192.168.230.130

W Catibie NONYNApHEE C] HauaneHasn CTpaiua o NeHTa HOBOCTEN
A Boccranoenesme cecom ) JavaRequired [+ ]

Warning - Security

_ The application's digital signature cannot be verified.
Home Services Do you want to run the application?

Java Required!

Welcome to the website, you must hava Java in order to view] ~ Name: Java d t
Publisher: ORACLE

From: http:§f192.168.230.130

[] Always trust content from this publisher |

[ Run ][Cancel]

me:
The digial signature cannot be verified by 3 trusted source. Only o T formaian vid

Welcome to the sitel This site requires Java in order to runpr] = P Ryac it S aviol of e sppscation: '
T mmmzmmmmmg n

http://www.social-engineer.org/framework/Computer_Based_Social _Engineering_Tools: Social _Engineer_Toolkit %28SET%29
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Karmtasploit is a new implementation of Dino Dai Zovi's original and eX‘c’:ell';e‘t.t_oqlK

"KARMA is a set of tools for assessing the security of wireless clients at multiple layers.
Wireless sniffing tools discover clients and their preferred/trusted networks by passively
listening for 802.11 Probe Request frames. From there, individual clients can be targeted by
creating a Rogue AP for one of their probed networks (which they may join automatically) or
using a custom driver that responds to probes and association requests for any

SSID. Higher-level fake services can then capture credentials or exploit client-side
vulnerabilities on the host." -http://thetad44.org

The main differences between Karma and Karmetasploit it that is Karmetasploit does not
have the limitation of only working on hardware configured with the patched Mad-wifi drivers,
and it also comes with the powerful exploit framework that is metasploit.

ARMA.
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http://wirelessdefence.org/Contents/KARMAMain.htm
http://www.metasploit.com/
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