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ɹʝʟʦʧʘʩʥʦʩʪʴ ʙʝʩʧʨʦʚʦʜʥʳʭ ʃɺʉ: 

ʢʘʢ ʚʟʣʦʤʘʣʠ ʚʘʰʫ ʩʝʪʴ

ʠ ʢʘʢ ʚʳ ʤʦʛʣʠ ʵʪʦʛʦ ʠʟʙʝʞʘʪʴ.

ɼʤʠʪʨʠʡ ʈʳʞʘʚʩʢʠʡ 

ʩʠʩʪʝʤʥʳʡ ʠʥʞʝʥʝʨ

dryzhavs@cisco.com
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ʇʨʘʚʠʣʘ ʚʟʣʦʤʘ ʙʝʩʧʨʦʚʦʜʥʳʭ ʃɺʉ

Å ʆ ʯʝʤ ʵʪʘ ʧʨʝʟʝʥʪʘʮʠʷ?
Å ʅʝʤʥʦʛʦ ʪʝʦʨʠʠ ʠ ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʘʪʘʢ
Å ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ïçʥʘʙʦʨ ʭʘʢʝʨʘè
Å DoS-ʘʪʘʢʠ (ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ)
Å ʋʷʟʚʠʤʦʩʪʠ ʧʨʦʪʦʢʦʣʴʥʦʛʦ ʫʨʦʚʥʷ
Å ʆʰʠʙʢʠ ʠʤʧʣʝʤʝʥʪʘʮʠʠ (ʚʥʝʜʨʝʥʠʷ)
Å ʈʘʩʩʢʘʟ ʦ ʧʨʦʧʘʚʰʝʤ ʘʙʦʥʝʥʪʝ ïʟʘʱʠʪʘ ʥʦʫʪʙʫʢʦʚ
Å ɸʙʦʥʝʥʪʳ ʟʘ ʧʨʝʜʝʣʘʤʠ ʦʬʠʩʘ
Å ʇʦʩʪʦʨʦʥʥʠʝ ʫʩʪʨʦʡʩʪʚʘ (Rogues)
Å ɺʥʝʢʘʥʘʣʴʥʳʝ ʧʦʩʪʦʨʦʥʥʠʝ ʫʩʪʨʦʡʩʪʚʘ (Rogues)
Å ʋʷʟʚʠʤʦʩʪʠ WEB-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ
Å CUWM ïʧʨʘʚʠʣʘ ʩʘʤʦʦʙʦʨʦʥʳ

ʉʦʜʝʨʞʘʥʠʝ
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ɺʳ ʧʦʣʫʯʠʪʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝé

Å ʦʙ ʦʩʦʙʝʥʥʦʩʪʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ WiFi ʩʝʪʝʡ

Å ʢʘʢʠʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʦʩʪʫʧʥʳ ʜʣʷ ʟʘʱʠʪʳ

Å ʦ ʪʦʤ ʢʘʢ ʤʦʛʫʪ ʚʳʛʣʷʜʝʪʴ ʨʝʘʣʴʥʳʝ ʘʪʘʢʠ

Å ʢ ʢʘʢʠʤ ʧʨʦʙʣʝʤʘʤ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʥʝʢʦʨʨʝʢʪʥʦʝ ʧʨʠʤʝʥʝʥʠʝ 

ʪʝʭʥʦʣʦʛʠʡ

Å ʅʝʩʧʨʘʚʦʯʥʠʢ ʧʦ ʢʨʠʧʪʦʛʨʘʬʠʠ ʠ ʤʝʪʦʜʘʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

Å ʅʝʚʩʝʦʙʲʝʤʣʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ



ʅʝʤʥʦʛʦ ʪʝʦʨʠʠ
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ʉʝʤʠʫʨʦʚʥʝʚʘʷ ʤʦʜʝʣʴ

IP

TCP/UDP ʐʠʬʨʦʚʘʥʠʝ?

ʐʠʬʨʦʚʘʥʠʝ?
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ɸʨʭʠʪʝʢʪʫʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X

Å ʈʝʢʦʤʝʥʜʦʚʘʥʘ IEEE 802.11 Task 
Group i

Å ʈʝʘʣʠʟʦʚʘʥʘ ʫ Cisco ʩ 12/2000
Å ʆʩʥʦʚʥʳʝ ʧʦʣʦʞʠʪʝʣʴʥʳʝ ʢʘʯʝʩʪʚʘ

ï ʈʘʟʥʦʦʙʨʘʟʥʳʝ ʪʠʧʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ
ï EAP-TLS, PEAP, EAP-FAST, LEAP
ï ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ 
ʚʨʝʤʝʥʝʤ ʞʠʟʥʠ ʢʣʶʯʝʡ, ʧʨʦʯ. 

ï ɻʝʥʝʨʘʮʠʷ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʩʝʩʩʠʦʥʥʳʭ 
ʢʣʶʯʝʡ

ï ʅʦʚʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ, ʚ ʪ.ʯ. 
AES ʢʘʢ ʘʣʴʪʝʨʥʘʪʠʚʘ RC4

ï ɺʟʘʠʤʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ
ï ʀʩʧʦʣʴʟʦʚʘʥʠʷ ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

ï ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʫʯʝʪ ʜʦʩʪʫʧʘ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ɸʫʪʝʥʪʠʬʠʢʘʪʦʨAP

RADIUS
Server

Extensible
Authenticatio

n
Protocol 
(EAP)

RADIUS

ɹʘʟʘ
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ʉʝʨʚʝʨʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

ʂʣʠʝʥʪ
ʉʘʧʣʠʢʘʥʪ

ʊʝʨʤʠʥʦʣʦʛʠʷ IEEE802.1x
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Cisco ACS User Policy Steps

Phase 1 User Authentication

EAP

Allowed 

User?

Allowed 

Access

Phase 2 User Policy

ÅSilverQoS

ÅAllow-AllACL

ÅEmployeeVLAN

WLC
Limited 

Access

ACS
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User and Device

Specific Attributes

ÅEmployee VLAN

ÅGold QoS

Employees

ÅEmployee VLAN

ÅGold QoS

ÅRestrictive ACL

Employee Mobiles

ISE
ÅDevice Profiling

ÅDynamic Policy

Ciscoôs User-Based Policy Solution with ISE

WLC

Employee

VLAN

Contractor

VLAN

ÅContractor VLAN

ÅNo QoS

ÅRestrictive ACL

Contractors

ÅNo Access

Contractor Mobiles
Å With the ISE, Cisco wireless can 

support multiple users and device 

types on a single SSID.
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ʊʝʨʤʠʥʦʣʦʛʠʷ

ʉʪʘʥʜʘʨʪʳ  

ʟʘʱʠʪʳ WiFi

802.11i ïWPAï

WPA2

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷPSK - 802.1x(EAP)

ʐʠʬʨʦʚʘʥʠʝ
TKIP ïWEP ïAES-

CCMP
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5 ʛʣʘʚʥʳʭ ʮʝʣʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ:

1. ɿʘʙʣʦʢʠʨʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʥʦʨʤʘʣʴʥʦʡ ʨʘʙʦʪʳ ʩʝʪʠ 

(ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ) - DoS

2. ʋʢʨʘʩʪʴ ʠʥʬʦʨʤʘʮʠʶ ʩ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ

3. ʇʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʢʘʢ ʢʣʠʝʥʪ ïʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ 

ʫʢʨʘʩʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʣʝʛʠʪʠʤʥʦʛʦ  ʧʦʣʴʟʦʚʘʪʝʣʷ 

4. ʈʝʘʣʠʟʦʚʘʪʴ ʘʪʘʢʫ Man in the middle, ʚʩʪʘʚ ʥʘ ʧʫʪʠ 

ʜʘʥʥʳʭ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ 

ʨʝʩʫʨʩʘʤʠ

5. ʇʦʣʫʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʘʩʩʠʚʥʦ ʟʘʭʚʘʪʳʚʘʪʴ ʠ 

ʨʘʩʰʠʬʨʦʚʳʚʘʪʴ ʧʝʨʝʜʘʚʘʝʤʳʝ ʜʘʥʥʳʝ 
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ʂʣʘʩʩʠʬʠʢʘʮʠʷ ʘʪʘʢ

Å ʏʪʦ ʪʘʢʦʝ ʫʷʟʚʠʤʦʩʪʴ?

ïʕʪʦ ʥʝʜʦʩʪʘʪʦʢ, ʢʦʪʦʨʳʡ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ 

ʩʥʠʟʠʪʴ ʟʘʱʠʱʝʥʥʦʩʪʴ ʩʠʩʪʝʤʳ (wikipedia)

Å ʏʪʦ ʪʘʢʦʝ ʘʪʘʢʘ?

ïʉʧʦʩʦʙ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʷʟʚʠʤʦʩʪʴ
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ʂʣʘʩʩʠʬʠʢʘʮʠʷ ʘʪʘʢ

Å ɺʦʟʤʦʞʥʳ ʨʘʟʥʳʝ ʩʧʦʩʦʙʳ ʢʣʘʩʩʠʬʠʢʘʮʠʠ

ïʇʘʩʩʠʚʥʳʝ ʘʪʘʢʠ:

ï ʇʨʦʩʣʫʰʠʚʘʥʠʝ

ï ɸʥʘʣʠʟ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ

ïɸʢʪʠʚʥʳʝ ʘʪʘʢʠ ʅʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʦʚ

ï Denial of Service 

ï ɺʳʜʘʪʴ ʩʝʙʷ ʟʘ ʜʨʫʛʦʛʦʀʩʯʝʨʧʘʥʠʝ ʨʝʩʫʨʩʦʚ

ï ʕʩʢʘʣʘʮʠʷ ʧʨʘʚ ʜʦʩʪʫʧʘ
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Hidden SSID (non-Broadcast)

Å ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʦ ʧʨʝʞʥʝʤʫ çʩʢʨʳʚʘʶʪèSSID ʚ ʢʘʯʝʩʪʚʝ 

ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ

Å ʄʥʦʛʠʝ ʢʣʠʝʥʪʩʢʠʝ ʫʪʩʨʦʡʩʪʚʘʣʫʯʰʝ ʨʘʙʦʪʘʶʪ ʧʨʠ 

ʰʠʨʦʢʦʚʝʱʘʝʤʦʤSSID

Å ʉʦʢʨʳʪʠʝ ʜʘʞʝ ʥʝ ʵʢʦʥʦʤʠʪ ʈʏʨʝʩʫʨʩ

Å ɽʜʠʥʩʪʚʝʥʥʳʡ ʧʣʶʩ: ʥʝʪ ʩʣʫʯʘʡʥʳʭ ʧʦʧʳʪʦʢ ʧʦʜʣʶʯʝʥʠʷʩʦ 

ʩʪʦʨʦʥʳ ʩʣʫʯʘʡʥʳʭ ʘʙʦʥʝʥʪʦʚ

Å ʈʘʟʚʝ ʯʪʦ, ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʦ ʧʨʠ ʘʫʜʠʪʝ
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ʄʦʞʥʦ ʣʠ ʦʙʥʘʨʫʞʠʪʴ ʩʢʨʳʪʳʝ SSID (non-Broadcast)

Å ʇʦʜʦʞʜʘʪʴ ʧʦʜʢʣʶʯʘʶʱʝʛʦʩʷ ʢʣʠʝʥʪʘé ʠʣʠ ʦʨʛʘʥʠʟʦʚʘʪʴ DoS

(deauth ʦʪʢʣʶʯʠʪʴ)ʯʪʦʙʳ ʢʣʠʝʥʪ ʙʳʣ ʚʳʥʫʞʜʝʥ 

ʧʝʨʝʧʦʜʢʣʶʯʠʪʴʩʷʚʥʦʚʴ

Áʄʦʞʥʦ ʣʠ ʠʭ ʦʙʥʘʨʫʞʠʪʴ?ɺʝʜʴ ʚ beacon ʠʭ ʥʝʪé



ʅʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ
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ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ïʙʦʨʴʙʘ ʟʘ ʨʘʩʩʪʦʷʥʠʝ

ʂʘʢ ʜʘʣʝʢʦ ʥʘʭʦʜʠʪʩʷ ʭʘʢʝʨ? 

100 ʤʝʪʨʦʚé. 200 ʤʝʪʨʦʚ .....1000 ʤʝʪʨʦʚé..?

ʧʘʨʢʦʚʢʘ, ʩʦʩʝʜʥʝʝ ʟʜʘʥʠʝ, ʢʘʬʝ ʵʪʘʞʦʤ ʥʠʞʝé.

Ubiquity SWX-SRC

300mW
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ALFA USB WiFi AWUS036H

ʇʦʜʜʝʨʞʠʚʘʝʪʩʷʚ BackTrack 5 Linux, Ubuntu

ɼʦʩʪʫʧʥʳ ʜʨʘʡʚʝʨʳ ʜʣʷOSX 10.4, 5, 6, 7* ʠ Windows 98, 2000, XP, Vista and 7.

ÅAdapter with standard RP-SMA antenna connector 

ÅHigh gain 5dBi Antenna 

ÅMicro USB Cable 

ÅBest of WiFi DVD 

Supports 802.11 b/g, 2.4-2.487 GHz channels 1-14, Managed and Monitor modes and 

1000mW txpower.

$34.99

http://alfanetworkinc.blogspot.com/2011/08/install-awus036h-onto-mac-os-107.html
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ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ïʙʦʨʴʙʘ ʟʘ 
ʨʘʩʩʪʦʷʥʠʝ

ʘʜʘʧʪʝʨʳ Ubiquiti Networks http://ubnt.com

ʘʥʪʝʥʥʳ Cushcraft http://www.lairdtech.com

ʢʘʙʝʣʠ ʠ ʧʝʨʝʭʦʜʥʠʢʠ www.digikey.com

Yagi-ʘʥʪʝʥʥʘ14dB ʘʥʪʝʥʥʳʝ ʧʝʨʝʭʦʜʥʠʢʠ ʠ ʘʜʘʧʪʝʨʳ

ʤʘʛʥʠʪʥʘʷ 
ʘʥʪʝʥʥʘ ʥʘ 
ʢʨʳʰʫ ʘʚʪʦ 

8dB

ʘʥʪʝʥʥʘ
18dB

ʇ
ʨ
ʠ
ʤ
ʝ
ʨ
ʳ
:
 

http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
http://www.cisco.com/en/US/docs/wireless/access_point/channels/lwapp/reference/guide/lw_chp2.html
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ʄʦʙʠʣʴʥʦʩʪʴ

Backtrack



ʆʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ
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DoS ɸʪʘʢʠ

Å ʀʩʯʝʨʧʘʥʠʝ ʨʝʩʫʨʩʦʚ
ï ñɺʩʝʛʜʘ ʤʦʞʥʦ ʦʪʧʨʘʚʠʪʴ ʯʨʝʟʤʝʨʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʯʝʛʦ-ʪʦò

Å ʅʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ
ï ñPing Deathò
ï ʄʦʛʫʪ ʙʳʪʴ ʧʨʦʙʣʝʤʘʤʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʣʠ ʧʨʦʪʦʢʦʣʦʚ

Å ʀ ʝʱʝ ʤʥʦʛʦ ʧʦʪʝʥʮʠʘʣʘ ʚ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʨʝʜʝ ʜʣʷ DoS ʘʪʘʢ:
ï TKIP MIC, Auth flood, Assoc flood, Deauth, NAV, RF Jamming, etc

ï ʅʝʦʙʭʦʜʠʤʦ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʢʦʪʦʨʦʝ ʫʤʝʝʪ ʬʠʢʩʠʨʦʚʘʪʴ ʠ, ʦʧʪʠʤʘʣʴʥʦ, 
ʧʨʝʜʦʪʚʨʘʱʘʪʴ. Cisco?
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DoS ïʛʝʥʝʨʘʮʠʷ ʧʦʤʝʭ

Å ʃʝʛʢʦ ʨʝʘʣʠʟʦʚʘʪʴ, ʣʝʛʢʦ ʦʙʥʘʨʫʞʠʪʴ, ʥʝʚʦʟʤʦʞʥʦ 

ʧʨʝʜʦʪʚʨʘʪʠʪʴ
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DoS TKIP MIC

Å ʇʨʠʤʝʨ ʘʪʘʢʠ ʥʘ ʙʘʟʝ ʧʨʦʪʦʢʦʣʴʥʦʡ ʫʷʟʚʠʤʦʩʪʠ

Å MIC ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʱʠʪʳ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ

Å ɽʩʣʠ ʦʙʥʘʨʫʞʝʥʳ 2 ʦʰʠʙʢʠ ʛʨʫʧʧʦʚʦʛʦ ʢʣʶʯʘ, ʊɼʥʘʯʠʥʘʝʪ 
ʚʢʣʶʯʘʪʴ ʧʨʝʜʦʪʚʨʘʱʘʶʱʠʡ ʘʣʛʦʨʠʪʤ ʥʘ 60 ʩʝʢʫʥʜ ʜʣʷ ʜʘʥʥʦʡ 
SSID

Å ʋʷʟʚʠʤʦʩʪʴ MIC ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʯʘʩʪʴ TKIP injection ʘʪʘʢ
(Beck-Tews, Halvorsen, Ohigashi-Morii)

Å ʕʬʬʝʢʪ: ʤʦʞʥʦ ʟʘ-DoS-ʠʪʣɹʶʙʫʶTKIP ʩʝʪʴ

ï
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DoS TKIP MIC, ʨʝʮʝʧʪ ʘʪʘʢʠ

Áʏʪʦ ʥʘʤ ʧʦʥʘʜʦʙʠʪʴʩʷ?

Áʀʥʩʪʨʫʤʝʥʪ ʘʪʘʢʠ: mdk3 (ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʟʣʠʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ DoS)
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DoS TKIP MIC, ʤʦʞʥʦ ʣʠ ʦʙʥʘʨʫʞʠʪʴ ʘʪʘʢʫ?

Åɼʘ, ʦʰʠʙʢʠ MIC ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ
ï show trapl

ï Number of Traps Since Last Reset ............ 427

ï Number of Traps Since Log Last Displayed .... 2

ï Log System Time              Trap

ï --- ------------------------ -------------------------------------------------

ï 1 Mon May  3 15:26:11 2010 WPA MIC Error counter measure activated on Radio 

ï with MAC 00:1c:b0:ea:63:00 and Slot ID 0. Station

ï MAC Address is 00:40:96:b5:11:19 and WLANID is 6

Åʄʦʞʥʦ ʦʪʢʣʶʯʠʪʴ ʘʣʛʦʨʠʪʤ ʚʦʩʪʘʥʦʚʣʝʥʠʷ-> 
ʧʦʩʣʝʜʩʪʚʠʷ: ʙʦʣʴʰʝ ʫʷʟʚʠʤʦʩʪʝʡ ʜʣʷ ʘʪʘʢ ʧʦʜʤʝʥʳ

Åʄʦʛʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʩʣʫʯʘʡʥʳʝ ʦʰʠʙʢʠ
Åʆʧʪʠʤʘʣʴʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ: ʠʩʧʦʣʴʟʦʚʘʪʴ

WPA2+AES
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DoS 802.11 floods

Å ʊʨʘʬʠʢ ʫʧʨʘʚʣʝʥʠʷ (ʩʠʛʥʘʣʠʟʘʮʠʷ) 802.11 ʤʦʞʝʪ ʙʳʪʴ 
ʧʦʜʤʝʥʝʥ, ʪ.ʢ. ʥʝ ʟʘʱʠʱʘʝʪʩʷ

Å Flood ʧʨʠʚʦʜʠʪ ʢ ʠʩʯʝʨʧʘʥʠʶ ʨʝʩʫʨʩʦʚ:
Åʊʳʩʷʯʠ ʠʩʪʦʯʥʠʢʦʚ ʧʳʪʘʶʪʩʷ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʦʜʥʦʡ ʊɼ
Åʇʘʤʷʪʴ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʘ, association ID ʠʩʧʦʣʴʟʦʚʘʥʦ, 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ CPU ʚʳʩʦʢʦʝ, etc

Å ʅʝʪ ʧʨʦʩʪʦʛʦ ʨʝʰʝʥʠʷ:
Åʆʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʊɼ
ÅClient MFP ʝʜʠʥʩʪʚʝʥʥʳʡ ʦʛʨʘʥʠʯʠʚʘʶʱʠʡ ʬʘʢʪʦʨ

Å ʕʬʬʝʢʪ ʦʛʨʘʥʠʯʝʥ: ʚʨʝʤʝʥʥʘʷ ʧʦʪʝʨʷ ʩʝʨʚʠʩʘ
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DoS ʚ802.11

Å ʂʘʢ ʟʘʱʠʪʠʪʴʩʷ:

ïWLC, 12.4(21a)JY ʠʤʝʝʪʘʣʛʦʨʠʪʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ DoS auth

Å ɼʝʪʝʢʪʠʨʦʚʘʥʠʝ ïʦʧʪʠʤʘʣʴʥʳʡ ʚʘʨʠʘʥʪ

ÅFlood ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʠʛʥʘʪʫʨʘʤʠ WLC

Åɸʪʘʢʠ ʥʘ ʙʘʟʝ ʧʨʦʪʦʢʦʣʦʚ ʪʠʧʘʧʦʜʤʝʥʳ NAV ʣʝʛʢʦ 
ʜʝʪʝʢʪʠʨʫʶʪʩʷ

ÅWCS ʢʘʨʪʳ ʤʦʛʫʪ ʫʢʘʟʘʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ

ÅMFP ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʪʴ ʠʥʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʝʊɼ

Åʇʨʘʚʠʣʘ ʦʙʥʘʨʫʞʝʥʠʷ ʧʦʩʪʦʨʦʥʥʠʭ ʫʩʪʨʦʡʩʪʚ ʙʳʩʪʨʦ 
ʦʙʥʘʨʫʞʘʪ ʧʦʩʪʦʨʦʥʥʠʝ ʊɼ
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ʌʫʥʢʮʠʷ MFP ʠ ʝʝ ʧʨʝʠʤʫʱʝʩʪʚʘ

Åʆʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢ: ʧʦʩʪʦʨʦʥʥʠʝ AP, man-in-the-middle ʠ ʜʨʫʛʠʝ 

ʘʪʘʢʠ ʩ ʤʘʥʠʧʫʣʷʮʠʝʡ ʫʧʨʘʚʣʷʶʱʠʤʠ ʢʘʜʨʘʤʠ

ïʇʦʚʳʰʘʝʪ ʥʘʜʝʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷAP ʠ WLAN IDS signature 

detection

Åʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʘʪʘʢ: ʙʫʜʝʪ ʧʦʜʜʝʨʞʠʚʘʪʴʩʷ ʥʘ ʘʙʦʥʝʥʪʘʭ ʩ 

ʬʫʥʢʮʠʝʡ ʧʨʦʚʝʨʢʠ ʕʎʇ(CCXv5 clients)

Åʀʥʥʦʚʘʮʠʠ Cisco ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʥʩʦʪʠ

Åʉʪʘʥʜʘʨʪ ʚ ʨʘʟʨʘʙʦʪʢʝðIEEE 802.11w

CCX: http://www.cisco.com/web/partners/pr46/pr147/partners_pgm_concept_home.html
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Management Frame Protection
Concept

ÁWireless management frames are not  
authenticated, encrypted, or signed

ÁA common vector for exploits

Á Insert a signature (Message Integrity 
Code/MIC) into the management frames

ÁClients and APs use MIC to validate 
authenticity of management frame

ÁAPs can instantly identify 
rogue/exploited management frames

Infrastructure MFP Protected

Client MFP Protected

AP Beacons
Probe Requests/
Probe Responses

Associations/Re-associations Disassociations

Authentications/
De-authentications

Action Management Frames

Problem Solution
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Infrastructure MFP

Áinfrastructure MFP is enabled/disabled on the WLC 

Á1 key for every AP / WLAN

Ácan be selectively disabled per WLAN, and 
validation can be selectively disabled per AP.

Ácan be disabled on the WLANs that are used by 
devices that cannot cope with extra IEs.

ÁValidation must be disabled on APs that are 
overloaded or overpowered

MIC is added at end of Mngt Frame (before FCS)



ʈʘʩʩʢʘʟ ʦʙ ʫʢʨʘʜʝʥʥʦʤ ʘʙʦʥʝʥʪʝ



33

ʉʘʤʦʝ ʩʣʘʙʦʝ ʟʚʝʥʦ ïʢʣʠʝʥʪʩʢʠʝ ʫʩʪʨʦʡʩʪʚʘ

ʂʦʨʧʦʨʘʪʠʚʥʘʷ
ʩʝʪʴ

Åɹʝʟʟʘʱʠʪʥʳʝ ʥʦʫʪʙʫʢʠ
ʋ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʙʦʣʴʰʝ ʚʩʝʛʦ 
ʰʘʥʩʦʚ ʥʘ ʫʩʧʝʭ ʚ ʩʣʫʯʘʝ 
ʦʨʛʘʥʠʟʘʮʠʠ ʘʪʘʢʠ ʧʨʦʪʠʚ 
ʢʣʠʝʥʪʩʢʠʭ ʫʩʪʨʡʩʪʚ

Internet

4. Man in the middle!!!
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ʏʪʦ ʵʪʦ?
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Intel ProSet
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Cisco Secure Services Client
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ʇʦʣʴʟʦʚʘʪʝʣʠéé.!!!!!!!!
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http://www.oxid.it/
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WiFi Pineapple

Mark III puts Karma, URL Snarf, DNS 

Spoof, ngrep, deauth via Aircrack-NG and 

much more at the click of the link. Internet 

Connection Sharing has also been greatly 

simplified with the Mark III acting as DHCP 

server for connecting clients. Phishing 

attacks are also built-in with the DNS 

Spoofing capabilities -- all configurable 

from the PHP-driven web interface. 

http://hakshop.myshopify.com
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Social Engineer Toolkit (SET)

http://www.social-engineer.org/framework/Computer_Based_Social_Engineering_Tools:_Social_Engineer_Toolkit_%28SET%29



41

Karmetasploit is a new implementation of Dino Dai Zovi's original and excellent tool KARMA.

"KARMA is a set of tools for assessing the security of wireless clients at multiple layers. 

Wireless sniffing tools discover clients and their preferred/trusted networks by passively 

listening for 802.11 Probe Request frames. From there, individual clients can be targeted by 

creating a Rogue AP for one of their probed networks (which they may join automatically) or 

using a custom driver that responds to probes and association requests for any 

SSID. Higher-level fake services can then capture credentials or exploit client-side 

vulnerabilities on the host." -http://theta44.org

The main differences between Karma and Karmetasploit it that is Karmetasploit does not 

have the limitation of only working on hardware configured with the patched Mad-wifi drivers, 

and it also comes with the powerful exploit framework that is metasploit.

http://wirelessdefence.org/Contents/KARMAMain.htm
http://www.metasploit.com/


ɿʘ ʩʪʝʥʘʤʠ ʦʬʠʩʘ...

ñʄʘʣʝʥʴʢʠʝ ʜʝʪʠ! ʅʠ ʟʘ ʯʪʦ ʥʘ ʩʚʝʪʝ 

ʅʝ ʭʦʜʠʪʝ ʚ ɸʬʨʠʢʫ, ɺ ɸʬʨʠʢʫ 

ʛʫʣʷʪʴ!ò

-ʂʦʨʥʝʡ ʏʫʢʦʚʩʢʠʡ



43

ʅʘ ʦʭʦʪʫ ʟʘ ʩʦʪʨʫʜʥʠʢʘʤʠ

ɸʣʛʦʨʠʪʤ ʜʝʡʩʪʚʠʡ:

1. ʍʘʢʝʨ ʫʟʥʘʝʪ MAC ʘʜʨʝʩ 

ʢʦʤʧʴʶʪʝʨʘ ʩʦʪʨʫʜʥʠʢʘ

2. ʇʦ user id ʤʦʞʥʦ ʫʟʥʘʪʴ 

ʠʤʷ

3. ɹʘʟʘ ʜʘʥʥʳʭ çʧʨʦʧʠʩʢʘè ï

ʠʥʬʦʨʤʘʮʠʷ ʦʙ  ʘʜʨʝʩʝ

4. ʇʦʜʢʘʨʘʫʣʠʪʴ ʚʦʟʣʝ ʜʦʤʘ


