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BupTtyanbHble kommyTtaTtopbl VMware vSphere
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Co3aaHue BHelHEeW CeTM (nposaiigep)

Select vSphere Network

An external netwark uses a networl in vSphere to connect to a networlk: outside of your cloud. The network can be a public
netwark such as the Internet, or even an external IPSec-YFN network that connects to a given organization.

If vou don't see the vCenter you need: attach a different vCenter

Select vCenter and vSphere Network

c c

viCenter 14 Em vSphere Networle 14| WVLAN Datacenter |:|I|
MGMT -1 Mested
MGMT 11 Base
Neswottond 35 Newsd

LML 4] ot [ b [ M LM 4] eazetze [ b [ M

.-'_"ﬁ, This port group has a fixed number of ports. If you try to use mare ports than are available, virtual machine deployments
will fail. You can try using ephemeral port groups.

These provider vOCs will connect to this new external network:

Mested-vDC



|IP-agpecauusn Ana BHELLHEU ceTu

(npoBanaep)

Mew External Network

Select vSphere Metwork

Configure External Metwark

Configure External Network

Specify the network settings for this new external networlk., You can hawve this |
WMs= in organizations by adding IF address ranges or IF addresses using the S

Metwork mask: 255.255.255.0 £
Default gateway: 172.30.5.1 £
Primary DN5: 10.110.0.2

Secondary DNS: 10.110.0.5

OMNS suffix:

Static IP pool:

Enter an IP range {format: 192.168.1.2 - 192,168,1,100) or IP address and click Add.

172.30.5.128 - 172.30.5.159 Add | =

172.30.5.128 - 172.30.5.159



Uma ons BHeWHeWU CeTU (nposaiiaep)

Mew External Network

Name this External Mebtwork

Select vSphere Network
Enter @ name and description for the new external networl:.

Configure External Network:

. MNetwork name: MNested-extcloud-vlanls &
Mame this External Network

Description:



Co3aaHue nyna ceTew (nposaiinep)

Network Pool Type

A network poal i= a collection of virtual machine networks that are available to be consumed by
vDiCs to create vApp networks and by organizations to create organization networks.
Metwarlk traffic on each network in a pool 15 isolated at layer 2 from all other networls.

Select a networlk pool type from the list below:

(=) VLAN-backed
Create a network pool backed by a range of VLAN IDs. The VLANSs must be pre-provisioned.

(_J Metwork isolation-backed
Create a network pool backed by Cloud isolated networks. A Cloud isolated network spans hosts

and provides traffic isolation from other hosts. The system provisions Cloud isolated networks
automatically.

(_J vSphere port group-backed
Create a network pool backed by a vSphere port group. The port group must be pre-provisioned.



Hactpouka VLAN-backed nyna (nposaigep)

Configure VLAN-backed Pool
Enter the =ettings for the new networlk: pool below:

VLAN ID Range

Enter a WVLAN ID range (format: 1-1000) and click Add.

Add #

113 - 114 Modify

Il

Remowve

Select viNetwork Distributed Switch

a | Al -
wviCenter 1a |I|:| vDs 1a viCenter
ek-nexus Base-vCenter

[ ][ €] 2ot [ [ M ] ([ 4] rmefz [ ]

Thesze provider vDCs will connect to networks allocated from this new network pool;

Provider vOnC

Mested-wOHZ




Uma gna VLAN-backed nyna (nposaiaep)

Create Network Pool Wizard

Metwork Pool Type
Configure VLAN-backed Pool
Mame this Network Pool

Ready to Complete

Name this Network Pool

Enter profile settings for the new netwark pool below:
Marme:
DemoCrg-YLAN-poal e

Description:

Create Network Pool Wizard

Ready to Complete

Metwork Pool Type
You are about to create a network pool with the following

Configure VLAN-backed Pool settings:

Name this Network Pool Name: DemoCrg-YLAN-pool
Ready to Complete Description:
WLAMN ID Range: 115 - 114

Selected wNetworlk: Distributed Switch: nested-dsw



Co3paHue nyna ceten anda VApp
(npoBanaep)

Zreate Network Pool Wizard

Network Pool Type

Metwark Poal Type
A netwarle poal is a collection of virtual machine networks that are available to be consumed by

wDCs to create vapp networks and by organizations to create organization networks.
Metwaorl: traffic on each network in a pool is isolated at layer 2 from all other networks,

Select a networle pool type from the list below:

() VLAN-backed
Create a network pool backed by a range of VLAN IDs. The VLANS must be pre-provisioned.

(=) Metworlk isolation-backed
Create a network pool backed by Cloud isolated networks. A Cloud isolated network spans hosts
and provides traffic isolation from other hosts. The system provisions Cloud isolated netwaorks

automatically.

() vSphere port group-backed
Create a network pool backed by a vSphere port group. The port group must be pre-provisioned.



Hactpounka VCDNI-nyna mposaiiaep)

Configure Isolation-backed Pool
Enter the settings for the new network pool below:

Mumber of WiCD isolated networls:

30 &

WLAMN ID:
112

Select vNetwork Distributed Switch

e | Al -
viCenter 11DI| vDis 1k viCenter
ele-nexus Base-vCenter
(K[ 4] etz [ b J[ 0] (M) 4] 13efz [ p ]

Theze provider vDiCs will connect to networks allocated from this new network pool:

Provider vDC

Mested-wDHC




Co3paHue HOBOU OpraHmn3aLuUnmU (nposaiiaep)

Mew Organization

Mame this Organization

Name this Organization
An Organization is the fundamental VCD grouping. An Organizatior

vApps use. An organization can be a department in yvour own comy

Organization name:

Cemolrg &=
The unique identifier in the full URL with which users log in to this organizatic
Default organization URL:

https://172.30.1.60/cloud/org/DemoCrg/

Organization full name:

Dema Organization e
Appears in the Cloud application header when users log in. An organization =

Dezcription:



Co3paHve agMUHUCTpaATOpa OpraHu3auum
(npoBanaep)

New Organization New User

Add Local Users

Mame this Organization Credentials
Even if you use LDAF, yvol
LDAP Options local user whao will be the User name: ~dmin .
Add Lﬂﬂﬂ' UEETE L|:||:a| LU=aers: P355|N|:|rd: EE g e e i =
User Name Confirm password: FERERFEEFIITEE #
|¥| Enable
Role

Roles available to this user:

Organization Administrator -

Contact Info

Full name: Cemao Consumer

Email address:



Co3paHue BuptyansHoro LLO[l opraHusauum —

Ha 6a3e BupTtyanbHoro LUO[ npoBanaepa

(npoBanaep)

Select Provider vDC

¥ou can allocate resources to an organization by creating an Qrganization vOC that is partitioned from a Provider vDiC.
Select the Provider vDC.

Al v c
Provider vDC 14 Froceszor (Uzed/Taotal) Memory (Used/Tatal) Storage (Used/Tatal) |ID
7 Base-vDC C 0.13% | . 0.08% | L 23.10% |
1 Nested-vDC  0.00% | | 0.00% | . 23.75% |
L[4 ] r2ef2 [ b [[ M |
The following netwarlss are available to the Provider vDC vou selected: rm
Network Gateway Subnet DNS
-I,g MNested-extcloud-vlanls 172.30.5.1 255.255.255.0

10.110.0.2




Bbi6op moaenu BbiaeneHnsa pecypcoB

(npoBanaep)

select Allocation Model

The Organization vOC's allocation model allows vou to control the quality of the service yvou're providing and the cost of
providing these resources,

P

Allocation Pool

Only a percentage of the resources you allocate are committed to the organization wD'C, The system administrator controls
overcommitment of capacity on the following pages.

=]  Pay-As-You-Go

Resources are committed anly when wApps are created in the organization wD'C. The system administrator controls overcommitment of
capacity on the following pages. When backed by a provider wD'C that has multiple resource pools, compute resources are Elastic,

i_J) Reservation Pool

All of the resources you allocate are committed to the organization vDC. Users can control the overcommitment of capacity at any time.



Hactpounkun mopgenu Pay-As-You Go
(npoBaunaep)

Configure Pay-As-You-Go Model

In thiz model, compute resources are committed only when v&pps are running in this Organization wDC.

CPU resources guaranteed: 0 El %%

The percentage of CPU resources that are guaranteed to a virtual machine running within this osrganization vDC, You can use this option to
control overcommitment of CPU resources,

vZPU speed: 0.26 E‘ GHz

This wvalue defines what a wvirtual machine with one vwCPU will consume at maximum when running within this organization vD'C, & virtual machine
with two wCPUs would consume a maximum of twice this value,

Memory resources guaranteed: 100 El B4

The percentage of memory that is guaranteed to a wirtual machine running within this erganization wD'C. You can use this option to control
owercommitment of memory resources,

Maximum number of WMs: (=) 100 ﬁ () Unlimited

A safeguard that allows you to control the number of vApps or WMs in this vDC,

The committed resources from Provider vDC, "Nested-vDC" using these allocation settings:

0 GHz CFU rezervation, 12.03 GHz free

0 GB Memaory reservation, and 10.38 GB free

The typical number of vApps or VMs you can expect using these allocation settings at this time:

21 'small’ WMs: 260,00 MHz CPU

1 vCPUs * 260,00 MHz wCPU Rating, 512.00 MBE RAM

10 'medium’ ¥Ms: 520,00 MHz CPU

2 vCPUs ¥ 260.00 MHz wCPLU Rating, 1.0 GB RAM

5 'large’ WMs: 1.0 GHz CPU = 4 wCPUs ¥ 260,00 MHz wCPU Rating, 2.0 GB RAM



HacTponku BUpTyanbHOro xpaHunuiia

(npoBanaep)

Allocate Storage

As the =ervice provider, you control the storage allocation to the organization by setting a limit, enabling thin provisioning of
live storage and fast provisioning of virtual machines.

Storage limit:  (») |50 ﬁ () Unlimited GB (4% of 1,397.07 GB available)

E Enable thin provisioning
Enabling thin prowvisioning will save storage space by committing it on demand. This will allow owver-allocation of storage.

E Enable fast provisioning

Enabling fast prowvisioning can reduce the time it takes to create virtual machines by using vSphere linked clones. If you
disable fast provisioning, all provisioning operations will result in full clones.



Bbi6op nyna ana ceten VAPP (nposaiinep)

Select Network Pool

Select the network pool that provides w&pp networks to this organization vDC and specify the vapp network quota from this
poal.

Metwarl: pool: CemoCrg-ViCDNI-pool -
Total available networks: 30
Quota for this organization: 1024 ﬁ

&, The configured quota is greater than the total number of networks available in the selected network pool.
The maximum number of networks that can be provisioned is 30.



Co3paHue ceten opraHU3aLUM (nposaiiaep)

Select Typical or Advanced Setup

The default options are the most common setup for a new organization.

What type of netwark access do yvou want to give this organization?

(=) Typical
The guickest and most common way to set up networks for an organization.

E Create an internal networlk:

|Z| Create an external netwark via: Routed connection - |

¢ Organization | 3E vapp1l | | 3 vApp2
— Y

& Internal organization network

(MNAT-Routed)

ﬂ_ External organization network !

JH:cug External network

An internal organization netwark: is accessible only by this organization. It provides the organization
with a private networlk to which multiple vApps can connect. An external organization network provides
an organization with external connectivity, such as to the Internet. Virtual machines from multiple

organizations can communicate over this networl.

() Advanced
Add a new netwark and specify its detailed settings.



Co3aaHue BHYTpeHHen ceTu opraHm3aumm

(npoBaunaep)

Configure Internal Organization Network

Select the network pool that allocates the internal networl:.

If you don't see the network pool yvou need:

create a new network poal

E Only use networks that are accessible by this organization.

Select Network Pool

Al - c
MName 1a viCenter Type MNetwork (Used/Total) |:|I|
CemoCrg-VCDNI-pool Base-vCenter Cloud Network: Isolatior 0/ 30 0%
DemoCrg-V0LAN-poal Base-vCenter WLAN 0/ 20%




HacTpounka |IP-agpecauuu ona BHyTpeHHeun
CeTn OpraHnN3almn (nposaipep)

Configure IP Settings

Enter the netwaorl settings of the new organization network: below:

Metwork mask: 255.255.255.0 £
Default gateway: 192.168.1.1 #
Frimary DNS: 10.110.0.2

Secondary DNS: 10.110.0.5

OMNS suffix:

Static IP pool:

Enter an IP range (format: 192.168.1.2 - 192,168.,1.100) or IP address and click Add.

| Add

192.168.1.100 - 192.168.1.199 | |



Co3paHue «BHeLWHen» (MapLpyTU3npyemMomn)
CeTn opraHnN3auu (nposainpep)

Configure External Organization Network

Select the external network yvou want to connect to, and =elect the networl: pool that allocates the internal networls.

If you don't see the network vou need: create a new external network or
create a new networlk pool

|Z| Only use netwarks that are accessible by this organization.

Select External Network

| al - c

Name 1a WLAN Default Gateway vCenter IP Pool (Used/Total) il

L L4 ] et [ b [ M|
Select Network Pool
[ Al - c
MName 1a wiZenter Type MNetwork (Used/Total) il
DemoCrg-VCONI-poal Base-vCenter Cloud Metwork Isolatior 0/ 30 0%

———_



Hactpouka IP-agpecauuu gns
MapLUPYyTU3IUPYEMOUN CeTU opraHmsauum

(npoBangep)

Configure IP Settings

Enter the networlk settings of the new organization network below:

MNetwork mask: 255,255.255.0 e
Default gateway: 192.168.0.1 e
Primary DNS: 10.110.0.2

Secondary DNS: 10.110.0.5

DNS suffix:

Static IP pool:

Enter an IP range (format: 132.168,1.2 - 192,168,1,100] or IP address and click &dd.

Add #

192.168.0.100 - 192.168.0.199




Kak 3To oTobpaxaetca B vSphere

= [y Nested
[} ek-nexus
® VM Network
= == | nested-dsw
= nested-dsw-uplinks
& dvs.VCDVSDemoOrg-Internal-netw-9eb2eee5-80ae-40c0-a640-bb1519448d6a
& dvs.VCDVSDemoOrg-Routed-netw-c50b9c32-d2a6-49b6-a5f5-3894607e03de

e Nested-extcloud

= [y Nested
B [ ek-VCD

= £ DemoOrg (05426f40-c54f-4¢c76-9fca-bhof2dfe3194)

! DemoOrg-vDC (c9ac5085-88c2-4e27-b403-f48474117309)
= £ Service VMs

= [ vse-c50b9c32-d2a6-49b6-a5f5-3894607e03de
(i vse-DemoQrg-Routed-netw (c50b9c32-d2a6-49b6-a5f5-3894607e03de)

= £ System (293c9db9-7471-3192-8d09-a8f7eeda85f9)

il System vDC (09b8b317-c18a-477a-ac26-43082b46a677)



C03.an|/|e VApp (noTpebuTens)

Mame this vApp

Name this vApp

A wvApp is a cloud computer system that contains one or more virtual machines (WMs). Mame and describe th
leazes,

Mame: Demo_wvApp_1 &

Cescription:

Leases

Runtime lease: 7 - | | Days j Expires on: 11/30/2011 2:35 AM

How long this wApp can run before it is automatically stopped.

Storage lease: a0 - | | Days j Expires on: 12/23/2011 2:35 AM

When this w&pp is stopped, how long it is available before being automatically cleaned up.




JoGaBneHue BUpPTyaribHbIX MaLlUnH

(noTpebuTenb)

Add Virtual Machines

You can search the catalog for wirtual machines to add to this vApp or add a new, blank VM. COnce the vApp is created, vou can
power an the new WM and install an operating system.

Look in: | My arganization's catalogs - All - e
Mame 1a 0OS Gold Master vApp Catalog Created On Dizk Info |:|I|

§ Add | | == Remove | i4 | | 4 | 0-0of 0 | b | | b |
Mame as Gold Master vApp Catalog Created On Disk Info

sk Mew Virtual Machine...




Co3aaHue HOBOM BUPTYaribHOM MaLUUHbI

(noTpebuTenb)

Mew Virtual Machine

Full name: Demo-VM-1 @

& |label for this WM that appears in WCD lists,

Computer name: Demo-YM-1 #

The computer name [ host name set in the guest OS of this WM that identifies it on a
network.

This field is restricted te 15 characters because of 2 Windows OS limitation on
Computer names,

Description:

Operating System Family: [ Microsoft Windows - |

Operating System: [ Microsoft Windows Server 2008 RZ2 (64-bit) -
virtual hardware version: [ Hardware VWersion 8 T|

Mumber of CPUs: 1 j
Memory: 2 - GB j

Hard disk size: 40 ;l GB j

Bus type: [ L5I Logic SAS (SCSI) - |

Mumber of NICs: 2 j




NookntoyeHue ceteBbiX agantepoB BM K ceTam

(noTpebuTtenb)

Configure Virtual Machines

Select the virtual datacenter (wDiC) in which this v&pp is stored and runs when it's started. Name each virtual machine and select the
network: to which vou want it to connect. You can configure additional properties for virtual machines after yvou complete this wizard.

Select virtual datacenter: DemoOrg-vDC -

[ | Show network adapter type
Adapter choice can affect both networking performance and migration compatibility. Consult the WYMware KnowledgeBase for
maore information on choosing among the netwark adapter support for various guest operating systems and hosts,

Full Name Computer Name | Primary NIC | Network IF A=s=ignment
Demo-VM-1 © Demo-VM-1 (+) NIC O | “i_ DemoOrg-Routed- | Static - IP Poal | = *
() NIC 1 | == DemoOrg-Interna | Static - IP Fool - *

Static - IF Pool
Static - Manual
DHCP




HacTpoukn noakno4vYeHus K ceTaAM

(noTpebuTenb)

Configure Networking

Specify how this vApp, its virtual machines, and its vApp networlks connect to the organization networks that are accessed in this
vApp.

|| Fence vApp
Fencing allows identical virtual machines in different vApps to be powered on without conflict by

izolating the MAC and IP addresses of the virtual machines.

Alwavys usze ascigned IF addres=zes until this vApp or associated networlkes are deleted.
By default, when a vApp is stopped, public IP and MAC addresses for the network are relinguished
to pool. Select this option if ywou intend to retain IP and MAC addresses of router across

deployments.

\v| Show networking details

Mame Type Default Gateway Metwork Maszk Connection DHCP

“i_ DemoOrg-Routed organization 192.168.0.1 255.255.255.0 Direct

_————_




Kak 3To oTobpaxaetca B vSphere

85 vApps

+ % @ u—.;a ‘ﬁ' I All vApps |v| I All |v|

Consoles ‘ Name 1 A.| Status ‘ Shared ‘ Owner ‘ Created On | vDC

Panding BE Demo_vipp_ 1 .* Creating... - S system 11/23/2011 2:50 &AM (il DemoOrg-vDC

L 100%

= [y | Nested
B £ ek-VCD
= [ DemoOrg (05426f40-c54f-4c76-9fca-bbof2dfe3194)
= ¥ DemoOrg-vDC (c9ac5085-88¢2-4e27-b403-f48474117309)
= [ Demo_vApp 1 (17f14240-f199-4a01-82f8-62fbe2af89cf)
&h Demo-VM-1 (8633cclb-8962-4944-h206-da68achael9f)
B [ Service VMs
= [ vse-c50b9c32-d2a6-49b6-a5f5-3894607e03de
(B vse-DemoQrg-Routed-netw (c50b9¢c32-d2a6-49b6-a5f5-3894607e03de)
= [£F System (293c9db9-7471-3192-8d09-a8f7eeda85f9)
i System vDC (09b8b317-c18a-477a-ac26-43082b46a677)



HacTtpounka cepBMcoB AnfA CeTU opraHn3auuu

(noTpebuTtensb)

I {2} Home 1 5 My Cloud 1 Catalogs

Administration I = Networks

¥ Cloud Resources

¥ (i Virtual Datacenters (1 re ﬂ'

& DemoCrg-vDC Mame la Status Default Gateway Type
= &= DemoOrg-Internal-netw 0 192.168.1.1/24 Internal
&2 users Network Menu
ﬁ Lost & Found Configure Services...

¥ Settings IF allocations
@' General Connected vApps
@' Email Reset Network
@- LOAP Delete
@- Palicies Synchronize syslog server settings
@' Guest Personalization Prup-ertiels




HaCTpOVI Ka DHCP (notpe6urent)

Configure Services: DemoOrg-Routed-netw

| DHCP || Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing

DHCF automatically provides IP addresses to WMs.

|¥/] Enable DHCP

Metwark mask: 255.255.255.0
Zateway: 192.1658.0.1
IP range: 192.168.0.2-192.168.0.99 &

Default lease time: 3600

Max lease time: 7200

D Lof>



HaCTpOVIKa MC3 (noTpebuTens)

Configure Services: DemoOrg-Routed-netw

DHCP | Firewall H NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing

Rulez can be added to the Firewall to allow or deny =pecific network traffic. The order of these rules can be changed by
selecting one or more rules, dragging and dropping them at the desired location in the list. The order of any selected rules is
preserved after dropping them into a different location within the list.

[ Enable firewall

Default action (») Deny () Allow |:| Log

Applicable to traffic that does not match the rules in the list.

Firewall Rule Source Destination Frotocol

Allow all outgoir Any:Any

Mame: permit-HTTP

Traffic direction (=) Incoming () Outgoing
Source IP: * 5

Enter IP address or * for any IP address

Source Port: * -

Destination IP: 192.168.0.100 E

Enter IP address or * for any IP address

Destination Port: a0 -
Add... |
Protocol: TCP | v] I———
Action (=) Allow () Deny
[v] Enabled | Ok | | Cancel

| | Log networlk traffic for firewall rule

| Cancel




[MpoBanaep BbiaenseT “nyonnyHbin’ IP

Configure Services: DemoOrg-Routed-netw

| DHCP || Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing

Crganization WMs can be accessed from outside the organization using these external IP addresses. The IP addressez must be
routable on the external netwark and unigue across internal netwarlks.

External network gateway: 172.30.5.1

External network mask: 255.255.255.0

External IPs

Enter an IP address (format: 10.1.1.1} and click Add.

172.30.5.5 Add |

172.30.5.5




Hactpouka NAT ¢ ncnonb3oBaHmem agpeca,
BblgAaHHOIoO NPOBanNaepPOM (norpebutent)

Configure Services: DemoOrg-Routed-netw

| DHCP || Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing

Crganization administrators typically handle network address translation (NAT) of external IP addres=es =pecified on the
previous tab to internal [P addresses. Ensure that the firewall rules are configured appropriately. NAT rules are applied in the
order in which they appear below. The order of these NAT rules can be changed by =electing one or more rules, dragging and
dropping them at the desired location in the list. The order of any selected rules iz preserved after dropping them into a
different location within the list.

Router external IF: 172.30.5.128

[¥] Enable IF Masquerade

Map External IF Fort To Internal IF Fort Frotocol Rule Type

Add MAT Rule

(=) Port Forwarding () IP Translation

External IF: | 172.30.5.5 v| 2

Port: 80 - |

Internal IF: 192.168.0.100 ]
Port: a0 - |
Protocol: TCP - |
Ok | Cancel |
Y A

| Add... || ||




Pe3rome no HacTpouke MCO coBmecTHO ¢ NAT

DHCP | Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing |

Fules can be added to the Firewall to allow or deny specific network: traffic. The order of these rules can be changed by
selecting one or mare rules, dragaing and dropping them at the desired location in the list. The order of any selected rules is

prezerved after dropping them into a different location within the list.

[| Enable firewall

Default action (=) Deny () Allow |:| Log

Applicable to traffic that does not match the rules in the list.

Firewall Rule Source | Drestination Protocol Traffic ... |Au:.'ti... | Log |Ena...

permit-RDOFP Any:Any 192.168.0.100:3389 Incoming Allow O W

permit-HTTF Any:Any 192.168.0.100:80 Incoming Allow G W

Allow all outgoir Any:any AnyAany Qutgaing Allow @ W
| DHCP || Firewall || NAT - External 1Ps || NAT Mapping || Site-to-Site VPN || Static Routing |

Organization administrators typically handle network address translation (MAT) of external IP addresses specified on the
previous tab to internal IP addresses. Ensure that the firewall rulez are configured appropriately. NAT rules are applied in the
arder in which they appear below. The arder of these NAT rules can be changed by =electing ane or more rules, dragging and
dropping them at the desired location in the list. The order of any selected rules is preserved after dropping them into a
different location within the list.

Router external IF: 172.30.5.128

[¥] Enable IP Masquerade

Map External IP Port To Internal IF Port Protocol Rule Type
172.30.5.5 80 192.168.0.100 a0 TCFP Port Forwarding
172.30.5.5 3389 192.168.0.100 3389 TCP Port Forwarding




HaCTpOVIKa Site-to-Site VPN (noTpebutens)

| DHCP || Firewall || NAT - External 1Ps || NAT Mapping || site-to-site ven || Static Routing |

Site-to-site VPN allows vou to create secure tunnels to other networks. Ensure that the firewall rules are configured

appropriately.
[¥| Enable site-to-site VPN

Ewxternal IF address:

This is the IP address of the external interface of the +Shield edge router deployed for this network.

172.30.5.128

Fublic IF address:

This field is optional. It is required so that entities from different external networks [across WAN/Internet] can

reach the external interface of the wShield edge router.

Tunnels to other networks

MName

Status

Feer Network

Organization

0 WEN tunnel status takes approximately 2 minutes to update after a connect or disconnect.




HacTpounka ctatnyeckon mapLipytusauum

(noTpebuTenb)

| DHCP | Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing |

Static routes allow traffic between networks. Ensure that the firewall rules are configured appropriately.

[¥] Enable static routing

External IF address: 172.30.5.128

Mame Metwork: Mext Hop IP

Route

Add Static Route

MName: Partnernet &

Metwark: 10.10.10.0/24 £

Enter network address in CIDR format, For example: 192,168,.2.0/24,

MNext Hop IP: 172.30.5.1 #
Enter next hop router IP address, For example: 192,168.0.100,

Route: () Within this network () To external network

Ok | Zancel |
. A

| Add. .. || ||
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